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Introduction

TCPKIT is a software library for the Cybiko Handheld Computer by Cybiko, Inc.  TCPKIT gives the Cybiko TCP/IP Internet connectivity.  The library (TCPLIB.o) is a set of 16 function calls giving the Cybiko full access to TCP/IP servers on the Internet.  Because of the unique nature of programming the Cybiko, the TCPKIT library does not conform to the POSIX standard.  Instead, a set of simplified function calls is offered that should be easy for the novice and experienced programmer alike.

TCPKIT uses the “CyWIG” model for achieving an Internet connection.  A PC with an Internet connection is used as a gateway to Internet services.  A “Junction” Cybiko Classic is connected to the PC through an available serial port.  The TCPGate.exe program is run on the PC and makes connection to the Internet.  

TCPJunction.app is run on the Junction Cybiko.  It receives messages from one or more other Cybikos through its antenna and converts the messages into serial packets (SLIP protocol with checksum).  TCPGate.exe receives the serial connection, converts it into a TCP/IP message and delivers it to the Internet.

Client Cybikos (Classic or Xtreme) run applications created with TCPLIB.o.  It is up to the application programmer to provide and interpret proper protocol for the service the client connects to.

Building a Client

The first step in building a TCPKIT client is to connect to the Junction Cybiko.  A call to tcp_init() will display a dialog with all the nearby Cybikos to the user.  It is up to the user to select a Cybiko that is being used as Junction. (In a production environment an appropriate name for the Cybiko should be selected – like “JUNCTION” or “INTERNET”).  tcp_init() returns the CyID of the Junction.

The next step is to connect to the TCPGate.  tcp_connect() takes 4 parameters – a hostname and a port, and a call-back function and some user data to be passed to the call-back.  When this function is called a message is sent from the Client to the Junction and then to the TCPGate.  The TCPGate.exe program interprets this request and does the requisite socket/connect calls.  If the calls are successful a socket descriptor is returned to the Client as a message.  Tcp_connect() returns a tcpqueue number that you will use in subsequent tcplib calls

To process messages, the program must enter a loop calling tcp_get_message().  If some data is received from the currently open sockets (from tcp_connect) the call-back function for that socket is called automatically.  (tcp_get_message() also accepts a call-back function that handles all other messages from Cybiko OS).

Once inside the call-back function, the program must determine which of the 4 types of message have been received.  These are : 

TCPMSG_CONNECT_RESPONSE – a tcp_connect() message has been acknowledged

TCPMSG_CLOSE_RESPONSE – a tcp_close() message has been acknowledged

TCPMSG_WRITE_RESPONSE – a tcp_write() message has been acknowledged

TCPMSG_READ_RESPONSE – some data has appeared on the socket

A corresponding function “tcp_xxx_accept()” must be called upon receipt of any of these messages.  (The function tcp_dispatch() will automatically handle this if the application is not interested in these messages).

Writing data to your server is fairly easy.  You simply call tcp_write(tcpqueue, data, len). The data is routed out the antenna, down the serial port and out into the Internet.  You will receive a return code as to the success or failure of the message on the TCP_WRITE_RESPONSE message.

When you are done with the socket you simply call tcp_close(tcpqueue).  

TCPKIT Library Functions

REMEMBER: ALWAYS INCLUDE TCPKIT.H OR YOUR CYBIKO WILL HANG

Name: tcp_init

Synopsis: long tcp_init(struct module_t *main_module)

Description:

tcp_init() displays to the user a dialog listing all the nearby Cybikos.  The user must select one Cybiko nearby that is acting as the Junction Cybiko.

Returns:

Returns the CyID of the selected Cybiko or zero if the user hits ESC.  The CyID is stored in an internal TCPKIT variable that is not accessible by the programmer.  The returned CyID should only be used to determine if  the user cancelled out of the dialog.  (( This may change in a future release because it needlessly limits the TCPKIT to chatting with one Junction. ))

tcp_errno:

TCP_SUCCESS

Example:

long main(int argc, char* argv[], bool start)

{

    int i;

    long cyid;

    init_module(&main_module);

    cyid = tcp_init(&main_module);

Name: tcp_connect

Synopsis: long tcp_connect(char *addr, long port, TCP_Cybiko_Handler handler, char *user_data)

Description:

tcp_connect() accepts a string with the address of a remote server and a port to contact the service on.  The addr may be a dotted IP address (ex: “216.117.162.74”) or a domain name (ex: “alcorgrp.com”).  The port is any valid port (ex: 80).  The “handler” is a function which will be called automatically whenever data is available from the connected socket (see tcp_get_message() below).  The “user_data” is a pointer to a structure and is passed to the handler function with each call.

The format of the “handler” must be:

int handler(int tcpqueue, char *data, char *user_data)

tcpqueue is the socket the message arrived on.

Data is the message data

User_data – is the user_data pointer originally passed into tcp_connect.

The return value of the handler function will used as the return value of the tcp_get_message() function. Zero is assumed to be SUCCESS.

Returns:

Returns 0 on error and sets tcp_errno.  Otherwise it returns the tcpqueue where messages can be read.

tcp_errno:

TCP_SUCCESS

TCP_ERROR_UNINITIALIZED

TCP_ERROR_NO_MORE_CLIENT_MSGQUEUES

TCP_ERROR_MESSAGE_SEND

Example:

int cybiko_handler(struct Message *msg)

{


switch( msg->msgid )


{



int key;



case MSG_SHUTUP: // Processes the system exit signal



case MSG_QUIT:



case MSG_GOTFOCUS: // Redraws the screen



case MSG_KEYDOWN: // Processes keyboard messages



case MSG_USER: //process rf messages


}


return 0;

}

int html_handler(int tcpqueue, char *data, char *user_data)

{


switch(tcp_msgid(data)) 

{



case TCPMSG_WRITE_RESPONSE: 



case TCPMSG_CLOSE_RESPONSE: 



case TCPMSG_CONNECT_RESPONSE:



case TCPMSG_READ_RESPONSE:



default:


}


return 0;

}

long main(int argc, char* argv[], bool start)

{

int i;


long cyid;

init_module(&main_module);


cyid = tcp_init(&main_module);


tcpqueue = tcp_connect(“devcybiko.com”, 80, html_handler, NULL);


while(!exit_application)


{



tcp_get_message(0, cybiko_handler);


}

EARLY_EXIT:


return 0L;

}

Name: tcp_get_message

Synopsis : long tcp_get_message(long delay, TCP_Cybiko_Handler *cybiko_handler)

Description: 

tcp_get_message() will check the Cybiko message queue for new messages, waiting “delay” microseconds for a message to be read.  If a TCPKIT message is encountered, the correct handler function will be called with the TCPKIT message and the associated client data.  If any other message is detected, “cybiko_handler” is called with the Cybiko message.

The format of the “cybiko_handler” function is:

int cybiko_handler(struct Message *msg)

The return value of the “cybiko_handler” must be a return code that will be passed back as the return value of tcp_get_message.  Zero is assumed to be SUCCESS.

Tcp_get_message() will automatically delete the message from the queue after it has been processed.  The default message handler will be called on all Cybiko messages.

The message data passed to the cybiko_handler or message handler is malloced for the life of the call to tcp_get_message() and is  freed upon return from tcp_get_message().  In other words, don’t set up global pointers into the messages because they will be clobbered after exiting tcp_get_message().

Returns:

TCP_SUCCESS

<other values from the socket’s handler and the cybiko_handler>

tcp_errno:

TCP_SUCCESS

<other values from the socket’s handler and the cybiko_handler>

Example:

See tcp_connect()

Name: tcp_write

Synopsis : long tcp_write(long tcpqueue, char *data, int len)

Description: 

tcp_write accepts tcpqueue as the value returned from tcp_connect().  Writes data to tcpqueue for len bytes. 

Returns:

Returns 0 on error and sets tcp_errno.  Otherwise returns the number of bytes sent.

tcp_errno:

TCP_SUCCESS

TCP_ERROR_UNINITIALIZED

TCP_ERROR_MESSAGE_SEND

Example:

if (tcp_msgid(msgbuf) == TCPMSG_CONNECT_RESPONSE)

{

tcp_write(tcp_tcpqueue(msgbuf), "GET /index.html HTTP/1.0\n\n", 26);

printf("Wrote message!");

}

Name: tcp_close

Synopsis: long tcp_close(long tcpqueue)

Description:

tcp_close() will send a message to the TCPGate to close the socket connection.  Tcpqueue is the queue returned from tcp_connect().

Returns:

Returns tcp_errno.

tcp_errno:

TCP_SUCCESS

TCP_ERROR_UNINITIALIZED

TCP_ERROR_MESSAGE_SEND

Example:


tcpqueue = tcp_connect("alcorgrp.com", 80);


tcp_close(tcpqueue);

Name: tcp_dispatch

Synopsis: long tcp_dispatch(void *xx)

Description:

tcp_dispatch() is a utility function that automatically calls the correct tcp_xxxx_accept() function.  It is depricated in TCPKIT 1.0.0

Returns:

Returns tcp_errno.

tcp_errno:

TCP_SUCCESS

TCP_ERROR_UNKNOWN_MESSAGE

TCP_ERROR_CONNECT_FAILED

TCP_ERROR_SOCKET_FAILED

TCP_ERROR_WRITE_FAILED

TCP_ERROR_NO_MORE_GATE_SOCKIDS

Example:

int socket_handler(int tcpqueue, char *data, char *user_data)

{


tcp_dispatch(data);

}

Name: tcp_swaplong

Synopsis: long tcp_swaplong(long x)

Description:

This function takes a long value ‘x’ and swaps it to align it with network byte order.  NOTE: I have not experimented with network byte order so I don’t even know if this function is necessary.  But it is here if you need it.

Returns:

Reversed byte order of x.

tcp_errno:

unaffected.

Example:

None.

Name: tcp_swapshort

Synopsis: short tcp_swapshort(short x)

Description:

This function takes a short value ‘x’ and swaps it to align it with network byte order.  NOTE: I have not experimented with network byte order so I don’t even know if this function is necessary.  But it is here if you need it.

Returns:

Reversed byte order of x.

tcp_errno:

unaffected.

Example:

None.

Name: tcp_msgid

Synopsis: long tcp_msgid(void *xx)

Description:

tcp_msgid() takes as its parameter the message buffer from a Cybiko message and locates the TCPKIT message id (I am terribly sorry that I have mixed terms here.  Cybiko calls its identifier a msgid and TCPKIT also has a msgid.  If I get enough complaints I will fix the nomenclature).

Returns:

TCPMSG_CONNECT_RESPONSE – response to a tcp_connect() request

TCPMSG_WRITE_RESPONSE – response to a tcp_write() request

TCPMSG_CLOSE_RESPONSE – response to a tcp_close() request

TCPMSG_READ_RESPONSE – spontaneous data read from the server

tcp_errno:

TCP_SUCCESS

Example:

case MSG_TCP: // tcpkit status queue

{


printf("MSG_TCP");


tcp_dispatch(msgbuf);


if (tcp_errno)


{



printf("There was an error");


}


else


{



if (tcp_msgid(msgbuf) == TCPMSG_CONNECT_RESPONSE)



{//send GET request to HTTP Daemon



tcp_write(tcp_tcpqueue(msgbuf), "GET /index.html HTTP/1.0\n\n", 26);



printf("Wrote message!");



}


}


break;

}

Name: tcp_tcpqueue

Synopsis: long tcp_tcpqueue(void *xx)

Description:

tcp_tcpqueue() takes the buffer from a Cybiko message and returns the tcpqueue it is destined for.

Returns:

The tcpqueue the message belongs to (0-63).

tcp_errno:

TCP_SUCCESS

(probably should also return an error if the message is bogus or the TCPKIT has not been initialized)

Example:

None.

Name: tcp_readdata

Synopsis: char *tcp_readdata(void *xx, long *len)

Description:

tcp_readdata() takes as a parameter ‘xx’ a buffer from a Cybiko message and returns a pointer to the data from the server.  Also, len is returned as the number of bytes read.

This is the data from the server.  TCPGate  constantly reads the port and delivers any and all data that it has.

Returns:

Returns a pointer into the message buffer ‘xx’.  It is not safe to modify this buffer.  Also returns the number of bytes read in ‘len’.

tcp_errno:

TCP_SUCCESS

(probably should also return an error if the message is bogus or the TCPKIT has not been initialized)

Example:

printf("Port 1");

s = tcp_readdata(msgbuf, &len);

tcp_ack(tcp_tcpqueue(msgbuf));

sprintf(tmp, "msg=%s", s);

printf(tmp);

Name: tcp_ack (depricated)
Synopsis: long tcp_ack(long tcpqueue)

Description:

All data messages received by the Client Cybiko must be acknowledged.  Tcp_get_message() handles this automatically.  The tcpqueue (Cybiko msgid) is passed to tcp_ack() and an appropriate message is sent back to the TCPGate.  This function is depricated in TCPKIT 1.0.0

Returns:

Returns tcp_errno.

tcp_errno:

TCP_SUCCESS

TCP_ERROR_UNINITIALIZED

TCP_ERROR_MESSAGE_SEND

Example:

printf("Port 1");

s = tcp_readdata(msgbuf, &len);

tcp_ack(tcp_tcpqueue(msgbuf));

sprintf(tmp, "msg=%s", s);

printf(tmp);

ERRORS

TCP_SUCCESS –‘0’

TCP_ERROR – ‘1’

TCP_ERROR_MANGLED_MESSAGE – this message is not in the expected format

TCP_ERROR_MESSAGE_SEND – a problem sending a message from the Cybiko

TCP_ERROR_NO_MORE_CLIENT_MSGQUEUES – too many sockets open on Cybiko

TCP_ERROR_NO_MORE_GATE_SOCKIDS – too many sockets open on TCPGate

TCP_ERROR_UNINITIALIZED – tcp_init() has not been called

TCP_ERROR_BUFFERLESS – a TCPKIT message arrived but has no buffer ???

TCP_ERROR_WRITE_FAILED – a request to write to the TCPGate failed

TCP_ERROR_SOCKET_FAILED – a socket failed on the TCPGate

TCP_ERROR_CONNECT_FAILED – a request to connect to a socket/port failed

TCP_ERROR_TIMED_OUT – a socket timed out

TCP_ERROR_UNKNOWN_MESSAGE – unknown TCPKIT msgid

KNOWN BUGS AND LIMITATIONS

1. The Cybiko serial port has a buffer of 128 bytes.  Attempts to write more than that many bytes result in errors.  In Version 1.0 TCPKIT can only handle messages of 128 bytes or less.  This limit may be relaxed in future releases.  Note that some text-based (ex: HTTP) protocols are not hampered by this limitation.

2. The most sockets the Cybiko Client can tolerate is 64 (TCP_MAX_TCPQUEUES).  This is an arbitrary hard-coded limit and may be relaxed or made configurable in future releases.

3. MSG_TCP (the status queue for TCPKIT) is set as MSG_USER+256.  Note that all TCPKIT data messages are sent to queue MSG_TCP+n where n is TCP_MAX_TCPQUEUES-1.

4. The most sockets the TCPGate can tolerate is 32 (MAX_SOCKIDS). This is an arbitrary hard-coded limit and may be relaxed or made configurable in future releases.  And it is with some chagrin that I note it is less than the max the Cybiko Client can tolerate.

5. Because of the serial port limit TCPGate reads no more than 128 bytes at a time.

EXAMPLE

#include <Cybiko.h>

#include "tcplib.h"

#include "tcperror.h"

struct module_t main_module;

char display[10][32];

char lineno=0;

char tmp[64];

char hostvar[64];

long tcpqueue=0;

long exit_application = FALSE;

int flag_new_host = 0;

int dialog_show(char *title, char *text, char *rtn_s, int len);

int html_handler(int tcpqueue, char *data, char *user_data);

void redraw()

{


int i;

    DisplayGraphics_fill_screen( main_module.m_gfx, CLR_WHITE );

    DisplayGraphics_set_color( main_module.m_gfx, CLR_BLACK );

    DisplayGraphics_set_font( main_module.m_gfx, mini_normal_font );

    for(i=0; i<10; i++)


{



DisplayGraphics_draw_text( main_module.m_gfx, display[i], 0, i*10 );


}

    DisplayGraphics_show( main_module.m_gfx );

}

void printf(char *s)

{


sprintf(display[lineno%10], "%d %s", lineno, s);


redraw();


lineno++;

}

int dialog_show(char *title, char *text, char *rtn_s, int len)

{

    struct cDialog *dialog;

    int rc;

    dialog = (struct cDialog *) malloc(sizeof(struct cDialog));


cDialog_ctor(dialog, title, text, mbOk | mbCancel | mbEdit, len, main_module.m_process);

    //cDialog_SetEditText( dialog, rtn_s );

    rc = cDialog_ShowModal(dialog);

    if (rc == mrOk)

    {

        cDialog_GetEditText(dialog, rtn_s);

        rtn_s[len-1]=0;

        rc = 1;

    }

    else

    {

        rc = 0;

    }

    cDialog_dtor(dialog, FREE_MEMORY);

    return rc;

}

int cybiko_handler(struct Message *msg)

{


//printf("cybiko_handler");


switch( msg->msgid )


{



int key;



case MSG_SHUTUP: // Processes the system exit signal



case MSG_QUIT:




exit_application = TRUE;




break;



case MSG_GOTFOCUS: // Redraws the screen




redraw();




break;



case MSG_KEYDOWN: // Processes keyboard messages




key = Message_get_key_param( msg )->scancode;




if( key == KEY_ESC )




{





struct Message *ptr_msg;





tcp_close(1);





ptr_msg = Message_new(sizeof(struct Message));





ptr_msg->msgid = MSG_QUIT;





Message_post(ptr_msg, cWinApp_get_name(main_module.m_process), get_own_id());




}




if ( key == KEY_SPACE)




{





flag_new_host = 1;




}




break;



case MSG_USER: //process rf messages



{




//printf("MSG_USER");



}


}


return 0;

}

int html_handler(int tcpqueue, char *data, char *user_data)

{


char *s;


static int inside=1;


static int x=0;


static long llen;


static short len;


static int quotemode=0;


//printf("html_handler");


switch(tcp_msgid(data)) {



case TCPMSG_WRITE_RESPONSE: 



{




//printf("WRITE_RESPONSE");




tcp_write_accept(data); 




break;



}



case TCPMSG_CLOSE_RESPONSE: 



{




//printf("CLOSE_RESPONSE");




tcp_close_accept(data); 




break;



}



case TCPMSG_CONNECT_RESPONSE:



{




//printf("CONNECT_RESPONSE");




tcp_connect_accept(data);




if (tcp_errno)




{





printf("ERROR DETECTED");





tcp_close(tcp_tcpqueue(data));





break;




}




tcp_write(tcp_tcpqueue(data), "GET /index.html HTTP/1.0\n\n", 26);




//printf("Wrote message!");




break;



}



case TCPMSG_READ_RESPONSE:



{




//printf("READ_RESPONSE");




tcp_read_accept(data);




s = tcp_getdata(data, &llen);




len = (short) llen;




while(len>0)




{





if (*s == '"') quotemode = !quotemode;





if (!quotemode && (*s == '<')) 





{






inside=1;






if ((s[1]&0x5f)=='B' && (s[2]&0x5f)=='R')






{







tmp[x]=0;







printf(tmp);







x=0;






}





}





if (!inside)





{






if (*s >= 32) tmp[x++]=*s;






if (x==28)






{







tmp[x]=0;







printf(tmp);







x=0;






}





}





if (!quotemode && (*s == '>')) inside=0;





s++;





len--;




}




if (x)




{





tmp[x]=0;





printf(tmp);





x=0;




}




break;



}



default:



{




char t[32];




sprintf(t, "%d", tcp_msgid(data));




printf(t);



}


}


return 0;

}

long main(int argc, char* argv[], bool start)

{

    int i;


long cyid;

    init_module(&main_module);


cyid = tcp_init(&main_module);


sprintf(tmp, "cyid=%ld", cyid);


printf(tmp);


printf("Press SPACE to select Host");


strcpy(hostvar, "devcybiko.com");


while(!exit_application)


{



tcp_get_message(0, cybiko_handler);



if (flag_new_host)



{




flag_new_host = 0;




if (tcpqueue) tcp_close(tcpqueue);




dialog_show("Select Host", "Enter Hostname", hostvar, 32);




tcpqueue = tcp_connect(hostvar, 80, html_handler, NULL);




if (tcp_errno)




{





printf("ERROR CONNECTING");




}




sprintf(tmp, "tcpqueue=%d", tcpqueue);




printf(tmp);




sprintf(tmp, "errno=%d", tcp_errno);




printf(tmp);



}


}

EARLY_EXIT:


return 0L;

}
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