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Chapter 1. Kaspersky® Security

for PDA

1.1. Purpose and main functions

Kaspersky® Security for the PDA software package is developed to protect PDA
of various types from viruses and unauthorized access .

Kaspersky® Security for PDA allows the user to:

secure from computer viruses on various types of PDA: with the Palm OS
and the Pocket PC operating systems (i.e. PDA running Palm OS and
PDA running Pocket PC).

protect pocket devices from viruses entering the device system during
synchronization with a desktop, during data communication with another
PDA via the IRD port, or with mail messages. The program checks for vi-
ruses in network folders and on memory expansion cards.

upload the latest anti-virus databases via the Internet.

encrypt and password your PDA data.

Kaspersky® Security for the PDA software package includes the following
components :

Kaspersky Anti-Virus for Pocket PC is developed to protect from vi-
ruses on PDA running Pocket PC. The anti-virus scanner checks for vi-
ruses in data storage locations and also on expansion cards and in net-
work folders mounted under. The product allows downloading updates
from the Internet directly to a PDA if the latter has an Internet connection.
The anti-virus database updating utility allows you to keep your protection
system at peak functionality.

Kaspersky DataSafe for Pocket PC is developed to protect confidential
data on PDA running Pocket PC from unauthorized access. The program
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allows you to create confidential folders containing encrypted and pass-
worded data. The data can be saved using the PDA applications within
the confidential folders in the same way as they are usually saved onto
memory expansion cards.

Kaspersky Anti-Virus for Palm OS is developed to protect from viruses
on PDA running Palm OS. The program monitors all the data traffic that
can be used by viruses to enter your PDA. The anti-virus scanner checks
for viruses in data storage locations: main memory and expansion cards.
The anti-virus monitor intercepts viruses in data transferred to PDA using
the HotSync or the Beam technology. The anti-virus database updating
utility allows you to keep your protection system at peak functionality.

Kaspersky DataSafe for Palm OS is developed to protect confidential
data on PDA running Palm OS from unauthorized access. The program
allows you to lock the PDA at a certain timestamp manually or at the time
the computer is turned off. To unlock the PDA, the user is required to en-
ter a password. Encryption of data stored on the PDA and the locking are
performed simultaneously. Therefore, even if a violator accesses the
memory contents of the locked PDA, he/she cannot extract information
without the password.

Kaspersky® DataSafe for Palm OS does not function on PDA
running Palm OS 5.0; therefore Kaspersky® DataSafe compo-
nent for Palm OS is not installed for that version of the operating
system.
Installation of the program and updating of the anti-virus databases are
performed using a desktop connected to the PDA via a cord and the
PDA-to-desktop connecting programs supplied with your PDA.

1.2. Distribution kit

Kaspersky® Security for the PDA software product is supplied via the Internet
(the program installation files and the documentation). The key-file is supplied by
email to the address defined by the customer at the online-shop or at the
Kaspersky Labs partner.
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1.3. Information in the book

This book contains information on how to install, customize and manage the
Kaspersky® Security for PDA software products.

Basic operation concepts of the PDA are not discussed in this book.

1.4. Conventions

In this book, we use various conventions to emphasize different meaningful parts

of the documentation.

Convention Meaning
Bold font Menu titles, commands, window titles,
dialog elements, etc.
Additional information, notes.
Note.
) Critical information.
Attention!

To start the program,
follow these steps:

1. Step 1.

2.

Actions that must be taken.

Control element name — Control ele-
ment function.

Description of the settings’ tree.

Screen messages text

Text of the configuration files and
program messages.




Chapter 2. Installing and
removing the program

2.1. System requirements

2.1.1. PDA running Pocket PC

In order to run Kaspersky® Security for PDA, your PDA running Pocket PC must
meet the following requirements :

e CPU: MIPS or StrongARM. For example, Cassiopeia E-125, EM-500, E-
200, Compaq iPAQ 31xx, 36xx, 37xx, 38xx, HP Jornada 56X, etc.

e OS: Pocket PC 2000/2002/2003 (Windows CE 3.0) .
¢ Available memory on PDA: at least 150 Kb.

In order to install Kaspersky® Security for PDA and update anti-virus databases
you need a desktop that meets the following requirements:

e OS: Windows 98, ME, NT 4, 2000, XP.
e Preinstalled Microsoft ActiveSync.

e Attached cradle to synchronize the PDA with the desktop.

2.1.2. PDA running Palm OS

In order to run Kaspersky® Security for PDA, your PDA running Palm OS must
meet the following requirements :
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e OS: Palm OS 3.x, 4.x, 5.0. For example: Palm Ill, Palm m10x, Palm
m50x, Tungsten T (T2, T3), Sony TG-50.

¢ Available memory on PDA: at least 100 Kb.

In order to install Kaspersky® Security for PDA and update anti-virus databases
you need a desktop that meets the following requirements:

e OS: Windows 98, ME, NT 4, 2000, XP.
¢ Preinstalled Palm Desktop, Microsoft HotSync.

e Attached cradle to synchronize the PDA with the desktop.

2.2. Installation

In order to install Kaspersky® Security for PDA, you need a Palm/Pocket PC
device and a desktop with preinstalled Palm Desktop, Microsoft
HotSync/Microsoft ActiveSync and an attached cradle for Palm or Pocket PC,
respectively. You also need the program distribution package. Program
installation must be performed by a user with administrator rights for on the
computer. The installation includes two stages. In the first stage the program
components are copied from the program distribution package onto the user
desktop. In the second stage the software is transferred onto the PDA.

2.2.1. Installing the software onto the
desktop

Call up the installation wizard setup.exe file. The installation wizard will register
the required libraries and create the appropriate program group with icons for the
program executable files. The installation wizard will display various dialog boxes
with instructions that must be followed by the user. You can manage the
installation procedure by using the appropriate buttons located at the bottom of
every dialog box of the installation wizard. Various dialog boxes of the installation
wizard contain different sets of buttons. The main buttons are:

e OK - accepts actions;
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e Cancel - cancels action(s);
¢ Next — moves one step forward;

e Back — moves one-step backward.

When started the installation wizard verifies the user rights. If the user
does not have administration rights on the machine employed, the pro-
gram displays the appropriate message and aborts the installation.

If the computer already has some preinstalled components of Kasper-

sky® Security for PDA, the installation wizard will suggest you remove
these components. Remove the components (see subchapter 2.3 on
page 26) and start setup.exe again. You will be prompted to install
Kaspersky® Security for PDA.

Step 1. Read general information

The Welcome ... dialog box of the setup wizard (see Figure 1) contains general
information about Kaspersky® Security for PDA. Press the Next > button to
proceed with the setup.

Step 2. Read the license agreement

The License Agreement dialog box (see Figure 2) contains the license
agreement. Read it carefully and press Yes, if you agree to the license
agreement terms. Otherwise, press No to abort the setup.
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spersky{TM) Security for PDA x| Setup Wizard - Kaspersky(TM) Security for PDA x|

License Agreement

Welcome to the Kaspersks(TH) Security far PDA Please read the following licenss agresment carefuly
Setup Wizard

Fress the PAGE DOWN key (o see the rest of the agieement
Setup wizard will uide you thiough the instalation of the
Kaspensky(TM] Securiy for PDA product

[Btandard End User Licence Agreement -
Itis shrongly recammended that you exit all Windaws
programs before running this Setup program NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT
["4GREEMEMNT"], FOR THE LICENCE EIF SF’EEIF\ED SOFTWARE ["SOFTWARE"]
To continue, click Next PRODLUCED B KASPE

RSKY LAB. KA Sk LAB".
IF V0L HAYE PURCHASED THIS SDFTWAHE W& INTERMET BY CLICKING THE
\ACCEPT BUTTON. YOU (EITHER AN INDIVIDUAL OR A SINGLE ENTITY) CONSENT
TO BE BOUMD BY AND BECOME A PARTY TO THIS ARREEMENT. IFYOU DO NOT
\AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, CLICK THE BUTTON THAT
INDICATES THAT OU DO NOT ACCEPT THE TERMS OF THIS AGREEMENT AND LI

Do you accept al the termrs o the preceding License Agreement? If you chasse Ma, the
setup vill close. T install KasperskylTH ] Secuilty for PDA, you must accspt this agresment

<Back Ne> | Cancel | Back Yes |
Figure 1. The Welcome... dialog box of the Figure 2. The License Agreement dialog box

setup wizard

Step 3. Input user information

In the Customer Information dialog box (see Figure 3), specify your user details.
Enter the appropriate data in the User Name field and the Company Name field.
By default the information for these fields is taken from the Windows registry.

Step 4. Select the folder where the program will be installed

In the Choose Destination Location dlalog box (see Figure 4), select the
installation folder where the Kaspersky Security for PDA components will be
installed. The default directory is Program Files\Kaspersky Lab\Kaspersky
Anti-Virus for PDA. If the folder does not exist, it will be created. You may
redefine the folder by using the Browse... button. When done, press the Next >
button to proceed with the setup.
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Setup Wizard - Kaspersky{TM) Security for PDA x| Setup Wizard - Kaspersky(TM) Security for PDA x|
Customer Information N Choose Destination Location A
Pleass enter your information. - - Select folder where Setup will install files. M
Please entet yout name and the name of the company or which you work. Setup willinstall Kaspersky(TM) Secuiy for PDA in the following folder,
To install to this folder, click Mest. To install to a different folder, click Browse and select
another folder.
User Mame:
[dohn Smith
Company Name:
[Pamas LTD
Destination Folder
’7E ' \Kaspersky LabiK aspersky Security for PDA Browse...
IrstallShiel
<Back Ne> | Cancel | < Back Concel |

Figure 3. The Customer Information dialog
box

Figure 4. The Choose Destination Location
dialog box

Step 5. Select the program group

Setup Wizard - Kaspersky(TM) Security for PDA

Select Program Folder

x|
' iz,
Setup will add program icans to the Pragram Folder listed below. You may type a new folder
name, or select one from the existing folders fist. Click Mext to continue.

Please select a program fakder,

Program Folders

Ezisting Foldsrs

Administrative T ools

AvantGio

Debugging Tools for Windows
dorygen

FAR manager

Hex Wiorkshop 3.0

Lace]
Intel[R) Software Development Taols

[l

IrrstallShisld)

< Back Hext > I

Cancel |

Figure 5. The Select Program Folder dialog
box

Define the program group name in
the Select Program Folder dialog
box (see Figure 5) for the Kaspersky
Anti-Virus® for PDA icon to appear in
the standard Program menu. This
group will contain the component
icons for Kaspersky Anti-Virus® for
PDA. You may select the program
group from the list below or define
the new one. To create the group,
enter its name in the Program
Folders text field. By default, the
program group created by the setup
wizard is called Kaspersky Security
for PDA. When done, press the Next
> button to proceed with the setup.

Step 6. Selecting the operating system of your PDA

In the Operating System Platform dialog box (see Figure 6), select the
operating system of your PDA where you want to install Kaspersky® Security for
PDA: Palm OS for Palm, Windows CE for Pocket PC, or Palm OS and
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Windows CE if you are running the setup for two devices at once. When done,
press the Next > button to proceed with the setup.

If you have selected installation of product components for Palm OS use the next

window (see Figure 7) to specify the version of the operating system running on
your PDA. Select either:

e Palm OS (version 4 or prior) — for Palm OS version 3.x, 4.x or earlier;

e Palm OS (version 5) — for Palm OS 5.0.

Kaspersky® Security for PDA and Kaspersky® Data Safe components for
Palm OS do not function on PDA running Palm OS 6.0 or later.

Setup Wizard - Kaspersky(TM) Security for PDA x| Setup Wizard - Kaspersky(TM) Security for PDA. x|
Dperating Spstem Platform ‘ Dperaling System Platform ‘.
Select target 05 |\ o Select PalmS version I\ -
Select opersting system. Setup wil instsll the sppropiiats components Select aperating systen PaimOS version, Setup wil nstall appropriste components.
© Paim0s  Pal 15 {version 4 o prcr)
Irstal K aspersky Produst Suits for Pl 05 The cperating spstemn of pour device is Pl 05 4 of pri version
£ Pocket PC & Pal 015 [version 5]
Istall K aspersky Praduct Suite far Packet PC The cperating spstern of your device i Pl 0 version 5

Ateention! Kaspersky(TM) Security for PDA can nat operate on Palm 05 higher
@ than version 5. For instance. Kaspersky(TM) Security for PDA is not compatible

Irestall Kaspersky Product Suite for Palm 05 and Packet PC with Palm 05 wersion 6.

< Back N> | Cancel | <Back Hets | | Cawel |
Figure 6. The Operating System Platform dialog Figure 7. Selection of Palm OS version
box

Step 7. Selecting the package components to be installed

In the Select Components dialog box (see Figure 8), you must select the
Kaspersky® Security for PDA software package components to be installed on
your PDA. The list of components available for a PDA running Palm OS depends
upon the version of the installed operating system.

Kaspersky® DataSafe for Palm OS does not function on PDA

running Palm OS 5.0; therefore Kaspersky® DataSafe compo-
nent for Palm OS is not installed for that version of the operating
system.
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At the left side of the dialog box, you will find the list of package components
available for the operating system that you selected in the previous dialog box of
the setup wizard. If you are going to install software components for both types of
devices, the complete list of Kaspersky® Security for PDA package components
will be displayed in this dialog box.

Select the required components by checking the checkboxes at the left of their
names, and uncheck the checkboxes of those components that you do not want
to be installed. Below the list you will see two indicators: Space Required on...
- for the amount of Kbs required for the selected components, and Space
Available on... - for the amount of Kbs available on your target drive.

By default, the setup wizard installs all the software components available in the
components’ list.

When done, press the Next > button to proceed with the setup.

Step 8. Copying files to the hard disk

Read the setup information in the Start Copying Files dialog box (see Figure 9).
If the defined settings are correct, proceed with the setup by pressing the Next >
button. The program will start copying files to the hard disk; this process is
indicated by the progress bar in the Setup Status dialog box (see Figure 10). If
an error occurs during the copying procedure the wizard will display the
appropriate message and abort the installation.
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Setup Wizard - Kaspersky(TM) Security for PDA

Select Components
Chaase the campanients Setup wil instal,

Setup Wizard - Kaspersky(TM) Security for PDA

Start Copying Files
Review sslings before copying fles.

Select the componerts you want to install, and clear the companents you do not wark to
iretall

== sperskylTh] At i Dz

[ KasperskylTM) Security for Palm 05 KasperskylTh] Antivins for
Kaspersky{TM] Anli-Virus for Pocket PC ‘F;‘gagjh'e ‘a;:;vt":su &Efﬂ;"
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Figure 8. The Select Components dialog box

Figure 9. The Start Copying Files dialog box

Step 9. Completing installation on the desktop

If the installation was successful the Setup Wizard Complete dialog box (see
Figure 11) will appear on your screen. Press the Finish button to complete the

installation.

If after the installation the computer must be restarted the Setup Wizard
Complete dialog box will suggest you to restart the computer immediately or
postpone the restart for later. Select the required option and press the Finish

button to complete the installation.
]

Setup Status

Kaspersky(Th] Security for PDA Setup is peiforming the requested operations

Instaling;
Cih..MKaspersky LabiK aspersky Security for PDANConfig.exe

Figure 10. The Setup Status dialog box

Setup Wizard - Kaspersky(TM) Security for PDA

Setup Wizard Complete

Setup Wizard has finished instaling Kaspersky(TM) Secuity for
PDA on your computer,

To close this wizard, click Finish,

<Back Fish | | Cencel |

Figure 11. The Setup Wizard Complete dialog
box

As a result, the Kaspersky Anti-Virus for Palm OS Conduit and/or Kaspersky
(TM) Anti-Virus Updater for Pocket PC program(s) will be installed on your
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computer, the program icons will appear in the Start\Programs menu, and the
program components to be transferred to your PDA will be prepared.

If you are installing Kaspersky® Security for PDA on a Pocket PC, the program
transfer onto your PDA will be performed by the Microsoft ActiveSync program.
This program will be automatically started by the setup wizard right after you
install the package components on your desktop (see subchapter2.2.2 on
page 19).

If you are installing Kaspersky® Security or Kaspersky® Anti-Virus for Palm OS,
the program transfer onto your PDA has to be performed with the Palm Desktop
program. This program must be started manually (see subchapter2.2.3 on
page 23).

2.2.2. Transferring the package
components to a PDA running
Pocket PC

Immediately following installation of the software package components on your
computer, the Microsoft ActiveSync program will start. If your PDA is inserted
into the cradle, you will be given the option to transfer the software package
components to the PDA. Otherwise, the Pending Application Install window
(see Figure 12) will appear. Click OK. As a result, during the PDA’s first
synchronization with the PC, the program will suggest that you run the following
procedure.

Pending Application Install 5[
©n the next mobile device connection, the installed applications will be downloaded ko the device.

Figure 12. The Pending Application Install dialog box

Step 1. Defining the location of the program on your PDA
running Pocket PC

The next step in Kaspersky® Security’s PDA setup procedure is to define the
location of the program on your PDA.
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@ To do this, follow these steps:

1. If you decided to install Kaspersky® DataSafe for Pocket PC , the
setup utility will suggest that you define the target location for its
installation. Press the Yes button in your screen’s Installing
Applications dialog box (see Figure 13) to install Kaspersky Anti-
Virus® into  the \ProgramFiles\Kaspersky Lab\Kaspersky
Security directory, or the No button, if you want to define an
alternate location.

Installing Applications 5'

Install "Kaspersky Lab Security” and other pending installations using the default application install directory?

Yes | Mo Cancel |

Figure 13. The Installing Applications dialog box

2. If you refused to install Kaspersky Anti-Virus® into the default
directory, the Select Destination Media dialog box (see Figure 14)
will now appear on your screen. In this dialog box, you can define
Kaspersky Anti-Virus®s target location on your PDA. By default,
the setup utility suggests that you install the product into the Main
memory. Press OK if you want to do so. However, if your Pocket
PC has a memory expansion card, you can also install the product
there. To install the product on the memory card, select Memory
Card from the Save In drop-down list and then press OK.

Select Destination Med| =
Save In: I I ain M emary - I

| Storage Card
Space require: T
Space avallable: 47409k

ak I Cancel |

Figure 14. The Select Destination Media dialog box

3. Press OK in your screen’s Application Downloading Complete
dialog box (see Figure 15).
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Application Downloading Complete 1[
Flease check your mobile device screen to see if additional steps are necessary to complete this installation,

Figure 15. The Application Downloading Complete dialog box

4. If you decided to install Kaspersky Anti-Virus® for Pocket PC , the
setup utility will suggest you define the target location for its
installation. Press the Yes button in your screen’s Installing
Applications dialog box to install Kaspersky® Security into the
\ProgramFiles\Kaspersky Lab\Kaspersky Anti-Virus directory,
or the No button, if you want to define an alternate location. The
Select Destination Media dialog box (see Figure 14) will now
appear on you screen. Use this dialog box to define the target
location for your Pocket PC’s software component (see
subchapter 3).

Step 2. Copying the key file onto your PDA running Pocket
PC

The option to use Kaspersky® Security for PDA is provided according to the
licensing agreement concluded when the user purchases the program.

Conclusion of the licensing agreement and its expiration date are determined
based on the key file. In addition, this file contains overhead information required
for the program’s full-service operation.

Kaspersky Anti-Virus® and Kaspersky® DataSafe for Pocket PC share the same
key file, which can be provided with the distribution package or e-mailed to you
after the program is purchased.

Kaspersky® Security and Kaspersky Anti-Virus® for Pocket PC cannot
be started without the key.

You can obtain a free trial key for evaluation purposes. This key allows
you to use all of the Kaspersky® Security for PDA functions for a limited
time period.

Please copy your key file to the My Documents directory of your portable device.

To copy the key files for the package software components transferred
to your PDA running Pocket PC, follow these steps:
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Start Microsoft ActiveSync on your desktop and press the main
window toolbar's Explore button, or select the same command
from the main window menu (File - Explore). The Explorer
installed on your desktop will be started and the Mobile Device

window with your PDA’s file system will appear on your screen (see
Figure 15).

1=
J File Edit Wiew Favorites Tools Help |ﬁ
J 4=Back - = - | Qzearch [ Folders ¢ History ‘ e x w | [Ed-

J Address Iﬂ Mobile Device j @GD

e Business Personal

Mobife Device

B
My Pocket PC _J @ ﬂ

Templates  KAVReport.bxt L LL.pwi

Welcome To
Windows ...

|1 object(s) selected [ [ Mable Device v

Figure 16. The Mobile Device window

Start Explorer on your desktop and, using Windows standard tools,
copy the required key file with the .key extension from your
desktop’s directory into the My computer directory of your PDA
(see Figure 17). When any Kaspersky® Security for PDA
component is started on your PDA running Windows PC, you will
be given the option to install the Ilicense key (see
subchapter 3.3.1on page 34 and subchapter 4.3.1 on page 56).
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& Kaspersky Anti-¥irus =101 x|
J File Edit Wew Favortes Tools Help |ﬁ

J 4=Fack v = - | Qisearch [ Folders £ HHistory ‘ FEgLr B TS | [Ed-
|

Address I@ Kaspersky Anti-virus j ﬁGD
o J oo o

Business Personal Templates

Kaspérsky Anti-Virus

0004B5DE.key

|1 ohject(s) selected | | Q Mobile Devic v

Figure 17. Copying the package software components’
key file to your PDA running Pocket PC

2.2.3. Transferring the package
components to a PDA running Palm
oS

Step 3. Copy the key file(s) onto your PDA running Palm OS

For the selected Kaspersky® Security for PDA components to utilize all their
features, you need to copy key files for each of the installed components onto the
Palm device into their installation directory.

Kaspersky® DataSafe for Palm OS cannot be started without the appro-
priate and Kaspersky Anti-Virus® for Palm OS will run as a demo ver-

sion; i.e. the program will be able to detect any virus on your Palm de-
vice but it will be disabled to remove the viruses detected. The monitor-
ing functions will also be unavailable.

@ To install the key files for the package software components transferred
to your Palm device, follow these steps:

1.  Start Palm Desktop on your desktop and press the Install button in
the main window (see Figure 18).
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Figure 18. The Palm Desktop main window

2.  The Install Tool dialog box (see Figure 19) will appear on your
screen. At the top of the window you will se the User drop-down list
that allows you to select the required user profile from the list of
user names registered in the Palm Desktop. Select the required
user name for the destination Palm device from the drop down list.
Below the User drop-down list you will find the table listing the
software components to be transferred onto the Palm device. This
list is defined during the installation of the package onto the
desktop (see subchapter 2.2.1 on page 12). This table may include
the following files :

e KAVDB.pdb is the anti-virus database;

e kavp2-r.prc is the executable module of Kaspersky Anti-Virus®
for Palm OS;

o  KAVStub-r.prc is the “stub” module for replacement of detected
infected or suspicious applications (for Palm OS 5.0 only);
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o KAVVE.pdb is the virus encyclopedia;

e RC4.prc is the cryptographic library (for Palm OS 4.x or earlier
only);

e KSP.prc is the executable module of Kaspersky® DataSafe for
Palm OS (for Palm OS 4.x or earlier only).

Press the Add button.

4. Install Tool x|
e :

File(z] listed below will be installed on your handheld the nest
time pou perform a HotSync operation:

Filee M arne: | File Size | Destination | Add..
™ KavDE.pdb 1KB B Handheld F—
%) kavp2-.prc 57kE B Handheld _
9] KawStub pre e B Handheld [ Dene |
D KAVWE pdb KB B Handheld -

Change Destination... |

Find other applications to install on your handheld at
1 hittp: £ Avwey. palrn. cam

~Tips:

The ‘Add' buttan loaks first in the “ADD-0M folder inside your
C:APALM folder. This folder iz a conwvenient place to stare
downloaded handheld files.

Figure 19. The Install Tool dialog box

3. Define the location of your key files (the pdb extension files) using
the standard file-search dialog box. Press the OK button. The
selected files will be added to the list of components to be
transferred onto your Palm device.

4. Inthe Install Tool dialog box, press the Done button.
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Step 4. Transferring the data onto your PDA running Palm
os

Start HotSync on your desktop, or restart it if the program is running. Insert the
Palm desktop into the cradle and press the synch button. The Palm device will
start connecting to the desktop (see Figure 20).

When the connection is established, the synchronization process will begin and
all the program files will be copied to the Palm device:

e the program, the anti-virus bases, the virus encyclopedia and the key file
(see Figure 21) — if you are installing Kaspersky Anti-Virus® for Palm OS;

e the program, the cryptographic library and the key file — if you are install-
ing Kaspersky® DataSafe for Palm OS.

HotSync Progress HotSync Progress
Statuz:  Connecting with handheld Statuz: Serchronizing To Da List
User: User: Palm 'z

» ® ®
@i @i

Figure 20. Connecting to the desktop Figure 21. Uploading the data onto the Palm
device

The installation procedure is complete. Now you may remove the device from the
desktop cradle.

2.3. Removing the program

Removal of the Kaspersky® Security for PDA components, like their installation
includes, two stages. At the first stage you need to remove the program
components from your pocket device, and at the second stage you need to
remove them from your desktop.
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2.3.1. Removing the program from your
PDA running Pocket PC

The removal and installation of Kaspersky® Security for PDA components from a
PDA running Pocket PC are performed with the ActiveSync program.

To remove the software package components from your PDA running
Pocket PC, follow these steps:

1. If your PDA has the installed copy of Kaspersky® DataSafe for
Pocket PC, disable all the attached confidential folders (for details
see subchapter 4.5.4 on page 84).

2. Restart the operating system of your PDA.

3. Open the main window of the Microsoft ActiveSync program on the
PC and select the Tools - Add/Remove Programs... item in the
main menu.

4. Uncheck the checkboxes M beside the Kaspersky Lab
Kaspersky Security and/or the Kaspersky Lab Kaspersky Anti-
Virus components to be removed (see Figure 22).

5. If you want to remove the selected components only from the
pocket device, press the OK button. If you want to remove the
selected components from both the pocket device and the desktop
press the Remove button.

If you removed the selected components by pressing the OK button,
these can be restored from your desktop using the ActiveSync program
(see subchapter 2.2.2 on page 19).

If you removed the software package components by pressing the
Remove button, these cannot be restored. In this case, to install them,
you have to perform complete installation of the software package from
the software installation files.
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.%. Add/Remove Programs x|

Select a program's check box if pou want ta install it an yaur
mobile device, or clear the check box if you want ta remove the
program from your device.

Mote: If a program that you ingtalled is not listed, the program was
not designed to be uzed on your mobile device.

E Kaspersky Lab &ntivius IAERES
Kaspersky Lab DataSafe 187 5K

— Program description

Space required for selected programs: 0ok
Space available om device: 2B3IF1EK
[V Install program into the default installation folder

Remcye from both location:

To remove the selected program from both B

your device and this computer, click Femaye, _ 0SMOVE.-. |
0K I Cancel | Help |

Figure 22. Removing the Kaspersky® Security for PDA components from a Pocket PC

2.3.2. Removing the program from your
PDA running Palm OS

On PDA running Palm OS 4.x or earlier you will have to uncheck the following

checkboxes: EScan after Sync, EScan beamed files, EScan cards on
insertion (see subchapter 5.4.1 on page 92) before you start removal of the
installed software package components.

After this you can remove the Anti-Virus program from your PDA using the
conventional tools of Palm OS.

No checkboxes have to be disabled prior to removing the product from Palm OS
5.0 based PDA.
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2.3.3. Removing the program from your
desktop

You can remove the Kaspersky® Security for PDA software components from
your desktop using the conventional Windows tools (Start —» Settings —
Control Panel —» Add/Remove Programs), or the original installation files of the
software package.

For Pocket PC the program removal from the desktop is performed only
if you did not remove them before (see subchapter 2.3.1 on page 27).

To remove the program components using the original installation files
of the software package, follow these steps:

1. Start setup.exe.
2. The Confirm File Deletion dialog box (see Figure 23) will appear

on your screen. Press the OK button. The program removal
procedure will start (see Figure 24).

Confirm File Deletion x|

Do wou want ko completely remove the selected application and all of its components?

Cancel I

Figure 23. The Confirm File Deletion dialog box

3. To finish the removal, press the Finish button in the Deinstallation
Complete dialog box (see Figure 25).



30 Kaspersky Security for PDA

ersky(TM) Security for PDA

[Setup Wizard - Kaspersky(TM) Security for PDA

Setup Status

Deinstallation Complete

Setup Wizard has suceessfully removed Kaspersky(TM)
Kaspersky(TH) Secuity for DA Setup is peiforming the requested operations. Secuty for PDA,
Urinstalling:
G\ Maspersky LabsKaspersky Security for PDAMnstalhACA. pro
| 20% To clase this wizard, click Finish.
Cancel Bk Fish | Gl |
Figure 24. The Setup Status dialog box Figure 25. The Deinstallation Complete dialog
box

If after the removal the computer must be restarted, the Deinstallation
Complete dialog box will suggest you to restart the computer immedi-
ately or later (see Figure 26). Select the required option and press the
Finish button to complete the removal.

Setup Wizard - Kaspersky{TM) Security for PDA

D einstallation Complete

Setup Wizard has successfully removed Kaspersky(Th]
Products for PDA. You must restart your computer o complete
the deinstallation.

% Hes | want to restart my compuber now

€7 Mo, | will restart my computer later.

Remave any disks from their drives, and then click Finigh to
complete satup,

< Back | Finizh I Cance] |

Figure 26. The Deinstallation Complete dialog box, restarting the desktop
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2.4. Updating the program to a new
version

In order to update Kaspersky® Security for PDA to a new version, you must first
uninstall the previous version and then install the new one according to the
procedure provided in this document (see subchapter2.2 on page 12
and subchapter 2.3 on page 26).

Kaspersky® Security for PDA 5.0 supports the anti-virus database and
secret file formats used by the previous version of the program.

PLEASE NOTE that if an earlier version of Kaspersky Anti-Virus® for
Pocket PC was installed on your PDA and its key file has not expired,
you can also use it as the key file for Kaspersky® Security for PDA run-
ning Pocket PC program package components. (For more details on the
licensing key management, please refer to subchapter 3.3 on page 34.)



Chapter 3. Kaspersky Anti-
Virus® for Pocket PC

3.1. Purpose and main functions

Kaspersky Anti-Virus® for Pocket PC provides anti-virus protection for PDA
running Pocket PC. Kaspersky Anti-Virus® for Pocket PC includes the following
components:

e an anti-virus scanner providing on-demand checking for viruses in data
storage locations and on expansion cards;

¢ an updating utility allowing automatic updating of the anti-virus databases.

e if a PDA has a built-in interface for Internet connection, the product allows
downloading updates from the Internet directly to the PDA.

The program utilizes a menu system and flexible configuration, generates an
operation log describing all the actions taken, and supports a color user-
interface.

If the program detects a virus attack, it can delete the infected object (the
program does not disinfect infected objects!).

Kaspersky Anti-Virus® for Pocket PC is able to detect only those viruses
developed specially for the PDA running Pocket PC. Files infected with
Windows viruses and viruses developed for other operating systems
cannot affect your PDA. If you copy a file infected with a Windows virus

to your PDA, or if you move a message infected by a Windows virus
into your pocket device email program, Kaspersky Anti-Virus® for
Pocket PC will not detect it .

To provide full-scale protection for home computers Kaspersky Labs
recommends to use Kaspersky Anti-Virus® Personal/Personal Pro (for
details see Appendix B on page 146).

The program and its internal architecture are divided into two main parts: an anti-
virus kernel and an anti-virus (or virus definition) database. This makes the
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program more efficient, flexible and user-friendly, since you do not have to load
the entire program to acquire protection from a new virus; it is enough to update

(load) the anti-virus database.

3.2. Starting the program

®

If the program is the first one started after installing the Kaspersky® Security for
PDA components or after expiration of the licensing agreement, the user will be
given the option to install the key file (see Appendix B on page 146).

To start Kaspersky Anti- Virus® for Pocket PC,

click on your PDA screen’s Anti-Virus icon K After that, if a valid key
file is installed on your PDA, the program’s main screen will be
displayed (see Figure 27).

.'{1}' Kaspersky &Y - 2 virus ={x 14:51 9

Apply

() Scan all files
() Scan only pragrams
(" User defined mask

[*.oL |

Exclude by mask
[* Rer |

[] scan ROM files
Scan Databases
Scan cards & network: folders

File Help| » ® | [F & ] [

Figure 27. The program’s main screen
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3.3. License key management

3.3.1. Key file installation

Following installation, whenever you launch any Kaspersky® Security for PDA
running Pocket PC component for the first time, you will be requested to install
the key file. In such instances, the respective dialog window will be displayed
(see Figure 28). During the installation, the key file will be copied from your My
Documents directory to the component installation directory.

If the first application you launch after installation is Kaspersky® Data-
Safe for Pocket PC, you will be requested to install the key (see sub-
chapter 4.3.1 on page 56).

‘.%.;'j" Kaspersky AY x 14:48

[x]

Registration Info

Kaspersky Anti-virls
K for wWindows CE
Yersion 5.0.0.17

Marme:

Qrganization:

1

Serial Nurnber

Key expiration date:
There is no key selected. Select key

filer,
Select Key

]

D

Figure 28. Licensing key installation

@ In order to install the key file for the Kaspersky® Security for PDA run-
ning Pocket PC program components, do the following:

Using your mouse, click on the Key Selection button in the dialog win-
dow Registration. In the standard Windows CE dialog that will be dis-
played, specify the key file copied during the program components’ trans-
fer (it must be located in you My Documents directory). This will copy the
file to the Kaspersky Anti-Virus® for Pocket PC installation directory (the
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default directory is \ProgramFiles\Kaspersky Lab\Kaspersky Anti-
Virus). If the installation is successful, the system message will be dis-
played (see Figure Figure 29). Click OK and restart the program.

x 14:49

Kaspersky Anti-Yirus

Key expiration date: 12-09-2004

143 days left,

Select Key

E|A

Figure 29. The key is successfully installed on the PDA

If an earlier version of Kaspersky Anti-Virus® for Pocket PC was in-
stalled on your PDA and its key f|Ie has not expired, you can also use it
as the key file for the Kaspersky Security for PDA running Pocket PC

program package components.
To do so, you will have to move the file KAVScanner.key from the direc-

tory in which the earlier version of Kaspersky Anti- Virus® installed it
(\ProgramFiles\Kaspersky Lab\Kaspersky Anti-Virus) to your My
Documents directory. After that, install the key file as described above.

3.3.2. License renewal

When less than 15 days remain before the licensing agreement’s expiration date,
Kaspersky Anti- Virus® will begin informing you about this every day.

The licensing agreement renewal means you must purchase and install a new
key file.

After the licensing agreement expires, the program will display the Registration
window each time it starts. This window (see Figure 30) contains a notification
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and a suggestion to install a new key file. The program will no longer function if
the user does not install the new key file.

Since Kaspersky Anti-Virus® and Kaspersky® DataSafe for Pocket PC
share the same key file, the user can renew the license in any of these
software products.

oz 12:37

ion Info

aspersky Anti-yirus
K for Windows CE

Wersion 5.0.0.17

Marme Stepanoy Yury

|

Qrganization:

Setial Nurnber |38-133-4b512
Key expiration date: 05-05-2004

Key has expired.
You must get a new key,

Select Key

]

Figure 30. License renewal

@ In order to renew the license, the user has to purchase and install the
new license key for the Kaspersky® Security for PDA running Pocket
PC program components. To do so, please take the following steps:

1. In order to purchase the new key, please contact the company from
which you originally purchased this software product and request
the license key for Kaspersky® Security for PDA 5.0 running Pocket
PC.

or:

purchase the license key directly from Kaspersky Labs. To do so,
please email our sales department (sales@kaspersky.com) or fill in
the respective form on our website (www.kaspersky.com) in the
section Purchase online = For home users. After your payment
is received, the new key file will be emailed to the address you
specified in the order form.
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Kaspersky Labs carries out periodic actions that will allow you to re-
ceive a considerable discount on the license renewal. Watch for infor-
mation about forthcoming actions in the section Information = Ac-
tions of Kaspersky Lab’s website.

2.

Copy the key file you have received to the My Documents
directory of your PDA (see Step 2 on page 13).

Start Kaspersky Anti-Virus® for Pocket PC. If the license key has
expired, the license renewal window will be displayed automatically
(see Figure Figure 30). Otherwise, select Registration from the ?
menu in the program’s main window to open the Registration dialog
window (see Figure 40).

Using your mouse, click on the Key Selection button. In the
standard Windows CE dialog that will now be displayed, specify the
key file copied during the program components’ transfer (it must be
located in your My Documents directory). This will copy the file to
the Kaspersky Anti-Virus® for Pocket PC installation directory (the
default directory is \Program Files\Kaspersky Lab\Kaspersky
Anti-Virus). If the installation is successful, the system message
will be displayed (see Figure 29). Click OK and restart the program.

As a result of this procedure, the license key will be renewed for the duration of
the newly installed key’s period of validity.

If the new key is installed prior to the expiration date of the current key,
you will be given the option to set the current key’s expiration date as
the beginning of the new key’s period of validity.

3.4. Interface

3.4.1. Main screen

The program main screen contains:

work area;

menu;
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e start/stop checking buttons;
e work area tab-page switching buttons;

e conventional buttons allowing screening of the keyboard, the character
manual input screen and the character input settings.

3.4.2. Menu

The program has a menubar (see Figure 31) located in the left bottom corner of
the program main screen (conventional location of program menus developed for
Pocket PC). To select the required command, tap on the corresponding menu
with your stylo.

File HEIp| p N | E & E|*

Figure 31. The Kaspersky Anti-Virus® menu

Command What does it do...

File 2 Exit Allows you to exit the program.

Help 2> About Displays the program details

Help 2> Registration Displays the license details

? 2 Configure Updater Allows setting up the parameters for
updates via the Internet.

? 2 Update anti-virus database Downloads updates from the Internet.

3.4.3. Start/stop check buttons

At the right side of the menu you can see the start/stop check buttons:

p — start searching for infected objects;
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11— pause searching for infected objects;

m - stop the search.

3.4.4. Work area and tab-page switching
buttons

At the right of the start/stop check buttons you can see the three tab-page
switching buttons.

Depending on which button you tapped the work area will display the following
information:

E — options allowing you to define the location and the objects to be checked;

— options allowing you to define the reporting settings and actions to be

= taken if a virus is detected;

E% — the statistics of the last check session and a table with a report on the last
== check session.

3.4.5. Control elements

The work area tab-pages may contain control elements of the following types:

@ — the option button.
— the checkbox. You can check/uncheck the box by tapping with your
stylo on it.

|’IIM? Docurnents/KAVRepart. tt | — the text field. You can enter the

required value in this field from the keyboard or from the character manual input
screen that is displayed if you tap on the E& button located at the right bottom
corner of the main screen. To switch between the keyboard and the manual input
screen use the « button. If you tap on it, the drop-down menu with the following
command will appear on your screen: Keyboard, Character Recognizer and
Options.




40

Kaspersky Security for PDA

— the button. To press the button, tap on it with your stylo.

3.5. Downloading updates to the

anti-virus databases from the
Internet to PDA

The program performs searching for viruses using the records in the anti-virus
databases which contain descriptions of all currently known viruses. It is
essential to maintain the current status of the anti-virus databases.

If your PDA has an Internet connection you can download available updates
directly to the PDA.

Updates are copied from the updates’ servers of Kaspersky Labs. A list of
servers distributing updates can be formed within the updating setup window of
updating settings (see Figure 32). By default the list contains addresses of
servers recommended by experts at Kaspersky Labs. The list can be modified.

To review or modify the list of servers for downloading updates to the
anti-virus databases from the Internet,

use the Configure Updater option in the ? menu. You will see a window
where you can adjust the settings for downloading updates (see Fig-
ure 32). The list of servers distributing updates will be displayed in the
lower part of the screen.

If you wish to add a new address position the cursor with a stylo inside
the entry field, enter the new HTTP or FTP address using keyboard and
press the Add button.

If you wish to remove an address select it in the list and press the Re-
move button.

To download updates to the anti-virus databases from the Internet to a
Pocket PC based PDA,

use the Update anti-virus database option in the ? menu or the Get up-
dater button within the configuration window for downloading updates
(see Figure 32).
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That action will launch the process for downloading updates from the
servers included into the respective list. Initially the program will attempt
to obtain updates to the anti-virus databases from the first server in the
list. If the attempt fails the program will proceed to the following address,

etc. until the first successful completion of the updating procedure.

Figure 32. Setting up the list of source addresses for downloading updates

3.6. Checking for viruses on PDA

."1!;}‘ Kaspersky A¥ - 2 viruse W% 6:47 @

Configure Updater
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[Get Update| [ Remove | [ add |

kavdppec-1.kas) abs. cornfupdat
f‘tp fikavdppc-2. kaspersky-labs, comfupdat
http: ffkavdppe- 1 kaspersky-labs, comfupd
http: fflkavappc-2. kaspersky-labs .comfupd

E|‘

running Windows

3.6.1. Step 1. How to check for viruses ...

Updating of the antl -virus databases will not launch while
Kaspersky Anti- Virus® is scanning PDA for viruses.

Wait until scanning is finalized and restart the updating pro-

To define the objects to be checked , you should use the appropriate main

screen tab-page displayed when you tap on the

button (see Figure 33).
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After you have selected the location and the objects to be checked, tap on the
Apply button located at the right upper corner of the screen. The main memory
on your PDA is checked for viruses every time you start the search, regardless of
what settings you defined on this screen.

.'{1}' Kaspersky &Y - 2 virus ={x 14:51 9

Apply

() Scan all files
() Scan only pragrams
(" User defined mask

[*.oL |

Exclude by mask
[* Rer |

[] scan ROM files
Scan Databases
Scan cards & network: folders

File Help| » ® | [F & ] [

Figure 33. Selecting the location and the object to be checked for viruses

3.6.1.1. ... in files

You can set the program to check for viruses in all the files or some of them by
selecting one of the following three options:

& Scan All Files — allows you to check for viruses in all the files.
Note that viruses within archived files cannot be detected.

& Scan only programs — scans only the programs, i.e. files with the pro-
gram's format.

© User defined mask — scans files with the user defined mask. The mask
should be defined in the below text field. Note that you cannot specify
more than one mask.

If you want to exclude some files from the objects to be checked, you can also do
this by defining the following setting:
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Exclude by mask — excludes from the scanning operation the files with
the user-defined mask. The mask should be defined in the below text
field. Note that you cannot specify more than one mask.

3.6.1.2. ... in ROM files

By checking the following checkbox on the E screen you can check for viruses
in files that are stored within the permanent memory:

Scan ROM files — scans the files stored within the permanent memory :
OS files and embedded applications.

The program is not able to open some ROM files. Therefore, if you
check this checkbox, your log may contain error-opening messages for
these files.

3.6.1.3. ... in databases

Some PDA programs running under Windows CE store their data in databases
(not in files with special format). For example, Mail program, Notepad and
Contacts store their data in databases.

You can set the Kaspersky Anti-Virus® pro%am to check for viruses in databases
by checking the following checkbox on the A&/ screen :

Scan Databases — scans PDA databases.

3.6.1.4. ... on memory expansion cards and in
network folders

You can set the program to check for viruses on eﬁansion cards and in network
folders by checking the following checkbox on the screen :

Scan cards & network folders — scans for viruses on expansion cards
and in network folders (if you have any). If you PDA file system includes
confidential folders that were created by Kaspersky® DataSafe for
Pocket PC, these will also be checked.
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3.6.2. Step 2. Defining reporting settings

and actions to be taken if a virus is
detected

After you selected the objects to be checked, you should define the reporting
settings and the actions to be taken if a virus is detected. These settings can be
defined on the main screen tab-page that appears when you tap on the E&»
button (see Figure 34).

i3 |kaspersky &Y - Z virus #x 14:51 9

Apply

Create repart Append
|,fMy Docurnerits/KavReport, txt

On Wirus Detect:
[ capy to "Infected” folder

[\FROGRAM FILES|KASPERSKY LABKAS |

Ask User
[ Delete

File telp| » W | B =12 HE|-

Figure 34. Defining reporting settings and
actions to be taken if a virus is detected

Create report — enables the program to generate the report file. The
report file name should be defined in the below text field. The default
value is \My Documents\KAVReport.txt.

Append — appends the new check results to the existing report file. If
you check this checkbox, results of all the previous scanning sessions
will be stored in the report file. If you uncheck the box, the report file will
be cleared every time you start to check for viruses.

Copy to the "Infected" folder — allows you to create a copy of the in-
fected object within the quarantine folder. The folder name is defined in
the text field below the checkbox. The default value is /Program Files/
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Kaspersky Lab/Kaspersky Anti-Virus/Infected. The Infected folder is
automatically excluded from the scanning procedure.

Ask User — if a virus is detected, the program will display the corre-
sponding dialog box (see subchapter 3.6.4 on page 46). This dialog box
will contain the infected file name or the infected database name with
the infected record ID, and also the virus name and options allowing
you to choose the corresponding actions.

Delete — deletes all the infected objects detected without asking first. If
you checked both the checkboxes (Delete and Ask User), every time a
virus is detected the program will display the Ask User dialog box sug-
gesting to delete the infected object by default (see subchapter 3.6.4 on
page 46).

After you have defined all the required settings on this tab-page, tap on the
Apply button in the right upper corner of the main screen.

When you use the Apply button settings on both the tab-pages (lﬂ and
E#) are saved. If you did not change any settings the button will not be
available.

3.6.3. Step 3. Starting/stopping to search
for and delete infected objects

To start searching for and deleting infected objects tap on the P button at the
bottom of the main screen.

If you did not save the changes made to the program settings, the pro-

gram will suggest you do so. Press the Yes button to save the settings
you defined. If you refuse to save the changes the program will start
searching for viruses following the settings defined before.

After you have started the search, the program will automatically switch to the Eg
report tab-page, add the current time to the report table and start to check for
viruses (see Figure 35). During the search procedure the program will add details
of all infected objects detected and errors occurring to the report table.

The status bar always displays the name of the file being scanned by the
program. If you wish, you can pause the search procedure (the Il button), or
abort it (the B button).
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Figure 35. Starting the search for viruses

3.6.4. Step 4. Actions taken if a virus is
detected

If the program detected a virus and while setting it you checked the Ask User
checkbox on the BB tab-page, the Ask User dialog box will appear on your
screen (see Figure 36).

The dialog box contains the following details on the infected object:
¢ Files: <file name> — if an infected file is detected (see Figure 36 a);

e Database: <database name> and Record: CEOID=<record ID> - if
an infected database record is detected (see Figure 36 b).

e Virus: <virus name> — the name of the virus detected.

Below the details on the infected object you will see the following options:

Delete — deletes the object detected (infected file or record).

Copy to "Infected" folder — copies the infected object to the "Infected"
folder.
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If an infected file is detected, its copy with the same name will be placed
into the Infected folder. Later on, the files within the Infected folder can
be studied and returned to their original folders, or these can be deleted
from your PDA using the File Explorer program.

If an infected database record is detected, the file with this record will be
placed into the Infected folder. The file name will consist of the database
title and the record ID number.

If you set the program to copy the infected database record to the "In-

fected" folder, the file containing this record will be copied to the folder.
The file name will consist of the corresponding database name and the
record ID.

By default, the Ask User dialog box will suggest the actions defined by you on
the B2 tab-page before the start of the check (see subchapter 3.6.2 on page 44).

Once you have selected the required actions press the OK button. The program
will perform the actions you defined and proceed with the checking.

.:i_r*j' Kaspersky AY - 2 virus =X 03:51 @

.:i_r*j' Kaspersky AY - 2 virus X 03:50 @

V Kaspersky Anti-virus has detected V Kaspersky Anti-Wirus has detected

| an infected object: | an infected abject:

File: WY Database: YPMAILDE,
DOCUMENTS\DOCUMENT Record: CEOQID = 1001090h
1.PSiiy

WirLs: Test Virusl WirLs: Test Virus2

This is test virus for testing Database
scanner,

This is test virus for testing file scanner,

[ belete [ Delete

[ copy to "Infected” falder

[ copy to "Infected" folder

.

.

a. The infected file is detected

Figure 36. The Ask User dialog box

b. The infected database record is detected
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3.6.5. Step 5. Reviewing the performance
statistics

The statistics and performance results of the last check can be found on the
main screen tab-page, which can be displayed by pressing the Eﬁ button (see
Figure 37).

¢ Files — files checked;

e DBases — databases checked;

¢ Viruses found — infected objects detected;

¢ To "Infected" — infected objects copied to the Infected folder;

¢ Folders — network folders checked;

e Cards — expansion cards checked;

e Errors — errors occurred;

e Deleted — objects deleted.
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Figure 37. The performance statistics

3.6.5.1. Working with the report

If you set the program to generate the report file, you can review the program
performance results.

The report can be viewed from any text editor, for example, from Microsoft
PocketWord.

The report includes the date and the time the scanning procedure began and
was finished, the check statistics and the messages about infected objects

detected, etc.
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Figure 38. The check report

3.6.5.2. Viewing the program and the license
details

To display the program details, select About from the Help menu. The About
Kaspersky Anti-Virus screen with program details will then be displayed (see
Figure 39). You can exit this screen by pressing the OK button. To review the
license expiration date or to renew the license , select Registration Info from the
Help menu. The Registration Info screen with your license details will then be
displayed (see Figure 40).
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Figure 39. The About Kaspersky Anti- Figure 40. The Registration Info screen

Virus screen

If your key file has expired , the program will no longer work.

3.7. Automatic updating of the anti-
virus databases

3.7.1. Purpose

The anti-virus database auto-updating utility is developed to retrieve updates via
the Internet to your desktop and to install these updates on your PDA running
Pocket PC during its synchronization with the desktop.

3.7.2. Starting the program and the
program interface

@ To start the updating utility,
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press the Start button, point to Programs, point to Kaspersky Security
for PDA and select Kaspersky Anti-Virus Updater for Pocket PC.

The program main window will appear on your screen (see Figure 41).

[ Last updated - 23.4.2004 x|

Kazpersky Anti-Virus Updater for Windows CE
K automatically updates your handheld's anti-virus
databases.

Loak for updates:

ol

" Daily
7 Weekly
" Monthly

Download successful

Figure 41. The updating utility main window

The main window title indicates the last date you updated your anti-virus
databases.

You can use the Look for updates options to define the mode of updating your
anti-virus databases via the Internet and of copying them to your pocket device :

e On Every Connect — allows you to retrieve updates via the Internet and
copy them to your Pocket PC device every time the device is connected
to the desktop.

o Daily — allows you to retrieve updates via the Internet and copy them to
your Pocket PC device daily.

o Weekly — allows you to retrieve updates via the Internet and copy them to
your Pocket PC device weekly.

¢ Monthly — allows you to retrieve updates via the Internet and copy them
to your Pocket PC device monthly.

Use the Get Update/Stop button to start/stop manual updating of your anti-virus
databases via the Internet and to start/stop copying them to your pocket device.
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The OK button allows you to save the changes you made and exit the program.

Below the buttons you can see the status bar, which before the updating begins,
indicates whether your PDA is connected to the desktop. If the connection is
established, you can perform the updating of your anti-virus databases via the
Internet and onto your PDA. Otherwise, you will be able to perform updating only
via the Internet.

Below the status bar you see the updating procedure progress bar.

3.7.3. Updating the databases manually or
as scheduled

@ To update anti-virus databases on your Pocket PC device,

insert your Pocket PC device into the cradle. After you have done this,
the connection between your pocket device and the desktop will be
established automatically.

The updating utility retrieves new anti-virus databases via the Internet and copies
them onto your PDA on-demand (when you tap on the Get Update button),
every time the PDA is connected to your desktop (the On Every Connect mode)
or as scheduled. In the last case the time before the next updating procedure is
calculated and if the day, week, month (the Daily, the Weekly, the Monthly
modes respectively) is passed, the program automatically starts updating anti-
virus databases.

The updating procedure does not depend on whether you have selected to set
up a partnership between ActiveSync and your PDA or not. The updating utility
starts once the connection between ActiveSync and your PDA is established and
does not screen any messages during the operation.

The anti-virus databases are located within a single file (KAVBase.kvb);
when these are updated a new file is substituted for the old one.

The updates are downloaded from one of the anti-virus database-updating
servers. The list of URLs is saved by the installation program in the system
registry and cannot be edited from the updating utility . The list of servers may
include up to 10 URLs. The program attempts to update anti-virus databases
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from the first server in the list. If it fails, the program attempts to connect to the
second URL and so on, until the updating procedure is successfully performed.

The current URL of the updating server is indicated by the status bar in the
program main window, and the updating progress is indicated by the progress
bar.

If the updating utility fails to update the anti-virus databases from all the
servers in the list, or if the updating operation was not completed, the

program will continue to use the current anti-virus databases. If this
happens, the date of the last updating operation performed will remain
unchanged, and the corresponding information will be displayed in the
status bar: "Failed to retrieve the updates".

If the updating procedure is successful and the updates are downloaded to the
desktop, the updating utility compares the anti-virus database date with those
located on the PDA. If the database release date on the PDA is earlier than that
on the desktop, the new anti-virus database is copied from the desktop onto the
PDA.

If the time has come to download a new database, the program auto-
matically attempts to retrieve it via the Internet and install it on the
pocket device. However, this is not the case with the updating program
for Palm OS; with the program for Palm OS, the retrieved database is

copied to the pocket device only during the next synchronization proce-
dure. This happens because a PDA running Palm OS breaks the con-
nection with the desktop immediately after the synchronization is im-
plemented, while a PDA running Pocket PC always remains connected
to ActiveSync.



Chapter 4. Kaspersky® DataSafe

for Pocket PC

4.1. Purpose and main functions

Kaspersky® DataSafe for Pocket PC is developed to protect the confidential data
on a PDA running Pocket PC from unauthorized access by encrypting this data.

Kaspersky® DataSafe for Pocket PC allows you to:

Create special confidential files on your PDA that allow you to store
confidential data. The placement of data to a confidential file and access
to this data is implemented by using a special mounting procedure, which
results in the creation of a special confidential folder.

Open confidential files that were created on other PDAs using the
Kaspersky® DataSafe for Pocket PC program. If you have copied a confi-
dential file from another PDA and you know the password for the data lo-
cated within the file, you can open it and use it the same way as you do
with confidential files created on your PDA.

Mount confidential folders. Confidential folders can be mounted only if
you use the appropriate password. The mounted confidential folders are
listed by the PDA file system as expansion cards or network folders. You
can use these folders the same way as you use any conventional folder;
i.e. you can save data within them and edit it.

Unmount confidential folders. After you have completed working with
confidential data, you can unmount the confidential folder. All the data is
stored in a confidential file in encrypted form and cannot be accessed
without entering the appropriate password.

All the data within your confidential folders is encrypted. Encryption and
decryption of the data is performed by the program "on-the-fly", i.e. the
user (and the applications on his/her PDA) sees the contents of the
folder and the open text of the files located within it, but the data is
stored within the PDA memory only in encrypted form.
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' For details on how to work with your expansion cards refer to your PDA
documentation.

4.2. Starting Kaspersky® DataSafe
for Pocket PC

@ To start Kaspersky® DataSafe for Pocket PC,

press the Start button in your PDA taskbar. Point your cursor to Pro-

grams and select Kaspersky Security from the program list. After
that, if a valid key file is installed on your PDA, the program’s main win-
dow will be displayed (see Figure 45).

If the program is the first one to be started after the installation of the Kaspersky®
Security for PDA program components or if it is launched after the license key’s
expiration, the user will be requested to install the key file (see subchapter 4.3 on
page 4.3).

4.3. License key management

4.3.1. Key file installation

Following installation, whenever you launch any component of Kaspersky®

Security for PDA running Pocket PC for the first time, you will be requested to
install the key file. The respective dialog window will also be displayed (see
Figure 42). During installation, the key file will be copied from your My
Documents directory to the component installation directory.

If the first application you launch after installation is Kaspersky Anti-
Virus® for Pocket PC, you will be requested to install its key (see sub-
chapter 3.3.1 on page 34).
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Figure 42. License key installation

In order to install the key file for the Kaspersky® Security for PDA run-
ning Pocket PC program components, do the following:

Using your mouse, click on the Key Selection button in the dialog win-
dow Registration. In the standard Windows CE dialog that will be dis-
played, specify the key file copied during the program components’ trans-
fer (it must be located in your My Documents directory). This will copy
the file to the Kaspersky Anti-Virus® for Pocket PC installation directory
(the default directory is \ProgramFiles\Kaspersky Lab\Kaspersky Se-
curity). If the installation is successful, the system message will be dis-
played (see Figure 43). Click OK and restart the program).
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Figure 43. The key is successfully installed on the PDA

If an earlier version of Kaspersky Anti- Virus® for Pocket PC was in-
stalled on your PDA and its key flle has not expired, you can also use it
as the key file for the Kaspersky Security for PDA running Pocket PC
program package components.
To do so, you will have to move the file KAVScanner.key from the direc-
tory in which the earlier version of Kaspersky Anti- Virus® installed it
(\ProgramFiles\Kaspersky Lab\Kaspersky Anti-Virus) to your My
Documents directory. After that, install the key file as described above.

4.3.2. License renewal

When less than 15 days remain before the license agreement’s expiration date,
Kaspersky Anti- Virus® will begin informing you about this every day.

After the license agreement expires, the information stored in secret
files becomes unavailable. If you do not intend to renew the license, you
should save the necessary information to an unencrypted location prior
to the license’s expiration date.

The licensing agreement renewal means you must purchase and install a new
key file.

After the licensing agreement expires, the program will display the Registration
window each time it starts. This window (see Figure 44) contains a notification
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and a suggestion to install a new key file. The program will no longer function if
the user does not install the new key file.

Since Kaspersky Anti-Virus® and Kaspersky® DataSafe for Pocket PC
share the same key file, the user can renew the license in any of these
software products.
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Figure 44. License renewal

@ In order to renew the license, the user must purchase and install the
new license key for the Kaspersky® Security for PDA running Pocket
PC program components. To do so, please take the following steps:

1. In order to purchase the new key, please contact the company from
which you originally purchased this software product and request
the license key for Kaspersky® Security for PDA 5.0 running Pocket
PC.

or:

purchase the license key directly from Kaspersky Labs. To do so,
please email our sales department (sales@kaspersky.com) or fill in
the respective form on our website (www.kaspersky.com) in the
section Purchase online = For home users. After your payment
is received, the new key file will be emailed to the address you
specified in the order form.
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Kaspersky Labs carries out periodic actions that will allow you to re-
ceive considerable discount on your license renewal. Watch for informa-
tion about forthcoming actions in the section Information > Actions of
Kaspersky Labs website.

2.

Copy the key file you have received to the My Documents
directory of your PDA (see Step 2 on page 13).

Start Kaspersky® DataSafe for Pocket PC. If the license key has
expired, the license renewal window will be displayed automatically
(see Figure 44). Otherwise, select Registration from the ? menu in
the program’s main window to open the Registration dialog window
(see Figure 49).

Using your mouse, click on the Key Selection button. In the
standard Windows CE dialog that will be displayed, specify the key
file copied during the program components’ transfer (it must be
located in your My Documents directory). This will copy the file to
the Kaspersky Anti-Virus® for Pocket PC installation directory (the
default directory is \ProgramFiles\Kaspersky Lab\Kaspersky
Security). If the installation is successful, the system message will
be displayed (see Figure 43). Click OK and restart the program.

As a result of this procedure, the license key will be renewed for the duration of
the newly installed key’s period of validity.

If the new key is installed prior to the current key’s expiration date, you
will be given the option to set the current key’s expiration date as the
beginning of the new key’s period of validity.

4.4. Interface

The program main screen will be displayed (see Figure 45).
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4.4.1. Main screen

4.4.1.1. Items on the program main screen

The program main screen (see Figure 45) will be displayed. The screen contains:

e the list of confidential files (for details see subchapter 4.4.1.2).

When you start Kaspersky® Security for Pocket PC for the first
time this list is blank.

e the menubar (for details see subchapter 4.4.1.3 on page 63).
o the taskbar (for details see subchapter 4.4.1.4 on page 65).

e the contextual menu (for details see subchapter 4.4.1.5 on page 65).

.-i” flkaspersky DataSafe  wfx 15:01 @

Size(KB) | Algorit...
. 236 RCE
taskhar [U]iTop secret.dat 256 RCE
\ list of
| confidential
files
New...
menubar Open.. "
contextual
menu
File Yolume HelB‘i“ El‘

Figure 45. Main screen
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4.4.1.2. The list of confidential files

The major area of the main screen is occupied by the list of confidential files
(see Figure 46) created using Kaspersky® Security for Pocket PC. The Volume
column lists the file names and their mounting statuses (for details see
subchapter 4.5.2 on page 79), the Size(KB) column indicates the file sizes (in
Kb) and the Encrypt column shows the algorithm that was applied during the
encryption procedure.

When you start Kaspersky® Security for Pocket PC for the first time this
list is blank.

A confidential file may be mounted to the folder tree of your PDA operating

system as a folder. In this case you will see the @ icon at the left of this file

name. If a file is not mounted to the folder tree, you will see the @ icon at the left
of the file name. If the file is not available for mounting (located within another not

mounted confidential file) it is indicated with the E icon.

File |Size(KB) I.&Igory...
Bdiui1tvmy docu.. 0 Morne
U]y Dacuments.., 512 RCS
By Documents... 256 RCS
By Documents... 256 RCS

Figure 46. The list of confidential files

You may edit the list by using the contextual menu (see subchapter 4.4.1.5) or
the main screen menubar (see subchapter 4.4.1.3) commands.
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4.4.1.3. Menubar

At the bottom of the Kaspersky® Security for Pocket PC main screen you will find a
menubar (see Figure 47) that contains the File, Volume and Help menus, and also

F
the keyboard managing buttons E| . By using the menus you may create and edit
the list of confidential files, and also define properties for each separate file.

File ¥Yolume Help El*

Figure 47. The menubar

Below we explain commands for every menu in the menubar.

The File menu contains the following commands allowing you to edit the list of
confidential files:

Command What does it do...
File > New Allows you to create a confidential file
(see subchapter 4.5.1).
File > Open Opens a confidential file (see
subchapter 4.5.3).
File > Delete Deletes the selected confidential file.

These operations may be performed with appropriate contextual menu
commands (for details see subchapter 4.4.1.5 on page 65).

The Volume menu contains the following commands allowing you to
define/change properties of the selected confidential file:

Command What does it do...

Volume > Mount Mounts the selected confidential file as

a folder (see subchapter4.5.2 on
page 79.
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Command

What does it do...

Volume - Unmount

Unmounts the selected confidential
folder (see subchapter4.5.4 on
page 84).

Volume - Properties

Displays the selected confidential file
property screen (see subchapter 4.5.6
on page 85).

Volume - Change password

Allows you to change an access
password to the selected confidential
file (see subchapter 4.5.7 on page 86).

These operations may be performed with appropriate contextual menu
commands (for details see subchapter 4.4.1.5).

The Help menu contains the About command allowing you to display the
program details screen (see Figure 48) and the Registration info command
allowing you to display the screen with your license details or renew the license

(see Figure 49).
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Figure 48. The program details screen Figure 49. The license details screen

4.4.1.4. Taskbar

At the top of the Kaspersky® Security for Pocket PC main screen you will find the
program taskbar (see Figure. 50).

Figure 50. Taskbar
In the left corner of the taskbar you will see the proiram logo. The bar also

contains a volume control, a clock indicator and the button allowing you to
confirm any action performed within the program main screen.

4.4.1.5. Contextual menu

You may display a contextual menu by using your stylo at any point within the
confidential file list area. There are two types of the contextual menu:
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e the confidential file management menu, which is displayed by tapping with
your stylo on any listed confidential file (see Figure 51);

e the list management menu, which is displayed by tapping with your stylo
in any point aside from the listed files (see Figure 52).

;'{vj' Kaspersky DataSafe =X 15:01 @
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@M I.I Mount

\My Do Unmount

Properties
Change password

Delete
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Figure 51. The confidential file management
menu
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Figure 52. The list management menu

The confidential file management menu contains the following commands:

Command What does it do...
Mount Mounts the selected confidential file as
a folder (see subchapter 4.5.2).
Unmount Unmounts the selected confidential
folder (see subchapter 4.5.4).
Properties Displays the selected confidential file

property screen (see subchapter 4.5.6
on page 85).

Change password

Allows you to change an access
password to the selected confidential
file (see subchapter 4.5.7).
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Command What does it do...

Delete Deletes the selected confidential file
(see subchapter 4.5.5).

The Unmount command is not available for not-mounted confidential
files. At the same time it is the only command available for mounted
confidential files!

The list management menu contains the following commands:

Command What does it do...

New Allows you to create a new confidential
file (see subchapter 4.5.1 on page 76).

Open Opens the selected confidential file
(see subchapter 4.5.3 on page 82).

4.4.2. The confidential file creation screen

The confidential file creation screen contains the file (to be created or existing)
properties and may be displayed by using:

e acommand from the main screen File menu (File > New);

e acommand from the list management contextual menu (New);
The screen contains the following two tabs:

e Folder - this tab-page contains main properties of the confidential file
(see Figure 53):

e Name - the file name.

e Folder — the folder to which the created confidential file will be
added. Select one of the folders from the corresponding drop-
down list. The list includes subfolders of the My documents
folder. For example, if there are two folders labeled as My
documents on your PDA, and one of them includes the Per-
sonal, Business and Templates subfolders, and the other in-
cludes the TopSecret and LowSecret subfolders, the Folder
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list will include all five folders. Note that other folders are not
listed here. The default setting is the My Documents folder.

e Location — the location where the created file will be placed .
The default setting is the main memory of your PDA. However,
you may change this setting by selecting another location from
the drop-down list. The list includes the main memory and
mounted expansion cards. Note that the list will include all the
mounted confidential folders, since your PDA considers them as
expansion cards.

.'[1.}' Kaspersky DataSafe % 15:01 @
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Folder  [\My Documents -]

size l
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Tabla[wle r[t]y[ulilo][p]|[]

1
caPla[s[d[f[a[h[i[k[1];]"]
shit[z [z [c[v[b[n[m[,[. [/«
crfai] " [\ ] [+[t]<]~
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Figure 53. The confidential file creation screen:
The Folder page

e Size - the confidential file size. The maximum size of the data
that can be saved to this confidential file. Enter the required value
in the corresponding numeric field by using the keyboard numeric

or arrow x| keys and select the required unit (Kb or Mb) from the
corresponding drop-down list. The default value is 256 Kb.

e Encryption — this tab-page contains access-restriction options of the file
(see Figure 54):
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e Password - the password allowing/prohibiting from accessing
the file. The password may include letters (including the italic),
digits and other characters.

e Confirm — the password confirmation field. Enter the string
similar to the Password field value in this field.

‘.{éj’j" Kaspersky DataSafe  ={x 15:01 @

Cancel

Password | ok
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Figure 54. The confidential file creation screen:
The Encryption page

e Encryption — the algorithm to be used when encrypting the file
data. You may select one of the following encryption methods:
RC5, RC6, Rijndael-128, Rijndael-256. RC5 is the simplest
and fastest encryption algorithm. This is the default setting.
Rijndael-256 is the slowest and most secure one.

Rijndael-128 and Rijndael-256 encryption algorithms
are available only for PDA based on ARM processors

such as iPAQ and Jornada and running Pocket PC
2002 OS or later. Those algorithms are not available for
PDA with MIPS processors.

In future versions of the product we are planning to add
more options to the encryption algorithm setting.

o TimeOut — the all user access time period. To enable the time-
out setting check the corresponding check box, enter the re-
quired value in the corresponding numeric field and select the
required unit (seconds, minutes or hours) from the correspond-
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ing drop-down list. If the TimeOut value is 0, access to this con-
fidential file will not be automatically blocked. By default the
timeout is disabled.

If the TimeOut mode is activated and if during the defined time period
nobody has accessed the corresponding confidential folder data the confi-
dential folder is automatically unmounted.

4.4.3. The confidential file-mount screen

The confidential file-mount screen (see Figure 55) allows you to create a
confidential folder on the file basis and add it to the My Device folder.

The confidential file mount screen may be displayed by using:

a command from the main screen Volume menu (Volume = Mount);

a command from the confidential file management contextual menu
(Mount).

The screen contains the following items:

File — the full path to the confidential file. This setting can only be re-
viewed.

Mount as — the file-based confidential folder name. The default value is
the confidential file name.

Password — the access password for the confidential file. The password
is defined in the confidential file creation screen (see Figure 54) and may
include letters (including italic), digits, punctuation marks or other charac-
ters.

Size — the confidential folder size in Kb. This value is defined in the con-
fidential file creation screen (see Figure 53) as the confidential file size
and cannot be changed.

Algorithm — the data encryption algorithm used for this folder when it was
created. This value is defined in the confidential file creation screen (see
Figure 563) and cannot be changed.
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Figure 55. The confidential file-mount screen

4.4.4. The confidential file-open screen

The file-open screen allows you to select and mount any confidential file created
by Kaspersky DataSafe for Pocket PC and located within one of the My
documents folders on your PDA. If the file was created on another PDA, it will
be added to the list of confidential files on the main screen and will be mounted.

Suppose that you have mounted a memory expansion card with a confidential
file. You cannot mount it from the program main screen until the file is opened.

The confidential file to be opened must be located within a My documents
folder; otherwise the program will not be able to detect it.

The screen may be displayed by using:
e acommand from the main screen File menu (File > Open);

e acommand from the list management contextual menu (Open).

This screen contains:

e Toolbar (see Figure 56) that is located at the screen top and contains the
following items:
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e Folder — the drop-down list allowing you to define the folder(s)
whose file(s) will be displayed in the list below. Select All Folders
or the required My documents subdirectory from this drop-
down list. The list includes all subfolders in the My documents
folders on your PDA.

e Type — the drop-down list allowing you to define the file type to
be displayed in the list below. Select one of the following op-
tions from this drop-down list:

o Kaspersky Securit)é files — this value allows you to display
only the Kaspersky™ Security for Pocket PC confidential
files in the list below.

o All files — this value allows you to display all the confiden-
tial file types located in the folder selected above.

List area (see Figure 57) that is located below the screen toolbar and ar-

ranged as a table. This list contains the files that correspond to the set-
tings defined in the screen toolbar. The table contains the following col-
umns:

¢ Name - the file name.
e Folder - the corresponding directory name.

¢ Date — the file creation date and time.



Kaspersky® DataSafe for Pocket PC 73

.'{1}' Kaspersky DataSafe ={x 15:01 @

.'{1’}' Kaspersky DataSafe  #x 15:01 @

Open Open
Falder: |ﬂ|| Folders v|| Cancel | Falder: |f-‘«|| Folders v|| Cancel |
Type: |Kaspersky Security fles - Type: |Kaspersk\; Security files v|
Narme " Fils . Mame & Folder Date
[#]kantracty 12/3 7:49.,
[=lgom 17 6:01 ...
[omann New Fol.. 1/7 6:38 ...
[em]rr 17 601 ...
[s#] sclelkea 12/3 7:49..
4 [T [» [ [T T»
| =
Figure 56. The file open screen: Figure 57. The file open screen:
The toolbar The file list

If you select a file from the list, the program will verify its format. If the file was
created by Kaspersky® DataSafe for Pocket PC, the file mount screen will be
displayed (see subchapter4.4.3 on page 70). Otherwise, the appropriate
message will be displayed on your screen and the file will not be mounted.

4.4.5. The file-access password redefine
screen

By using options in the password redefine screen (see Figure 58) you may
change the access password to an existing confidential file data. However, it is
impossible to change the file access password, if you do not know it. This way
the program protects your confidential file from the unauthorized access.
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Figure 58. The access-password redefine screen
for the selected confidential file

The password redefine screen may be displayed by using:

a command from the main screen Volume menu (Volume - Change
password);

a command from the confidential file management contextual menu
(Change password).

The screen contains the following items:

Old password — the current access password to the selected confidential
file. Enter the password defined for this file in the confidential file creation
screen Password text field.

New password - the required password for the selected confidential file.
The password may include letters (including the italic), digits and other
characters.

Re-type — the password confirmation field. Enter the string similar to the
New Password field value in this field.

Size — the confidential file size in Kb used for this file when it was created.
This value is defined in the confidential file creation screen and cannot be
changed.

Algorithm — the data encryption algorithm used for this file when it was
created. This value is defined in the confidential file creation screen and
cannot be changed.
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4.4.6. The confidential file properties
screen
On the confidential file property screen, you can review settings of the selected

mounted file (see Figure 59) and edit settings of the selected not-mounted file
(see Figure 60).
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Figure 59. The mounted confidential file Figure 60. The not-mounted confidential file

properties screen properties screen

The confidential file property screen may be displayed by using:
e acommand from the list management contextual menu (Properties);

e a command from the main screen Volume menu (Volume - Proper-
ties).

The screen contains the following file properties:

e The file size and the data encryption algorithm used for this file. These
values are displayed in the read-only mode.

¢ Name - the full path to the confidential file.
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¢ Mount folder — the file-based confidential folder name.

¢ TimeOut — the all user access time period.

4.5. Running Kaspersky® DataSafe
for Pocket PC

4.5.1. Creating a confidential file

Kaspersky® DataSafe for Pocket PC allows you to create confidential files and
store data within them. Confidential files have the .kst extension .ksf, and data
within them is automatically encrypted. The data encryption algorithm and other
settings are defined when you create the file.

@ To create a confidential file, follow these steps,

1. Select the New command from the main screen File menu.

. To perform this action you can also use the New com-
mand from the list management contextual menu.

2. In the confidential file creation screen displayed, switch to the
Folder tab (see Figure 61) and follow these steps:
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Figure 61. The Folder page

¢ Define the required confidential file name in the Name text field.

e Select the location of the confidential file to be created from the
Location drop-down list . By default, the program suggests the
main memory of your PDA (Main Memory). The drop-down list
also includes the available expansion cards (Storage Card)
and mounted confidential folders.

You can place the confidential file in a confidential
folder. However you should remember that the confi-
dential folder will be created on the basis of this file in

the My Device directory of the main memory of your
PDA.

While working with the embedded confidential files you
will observe a slow down of your PDA's performance;
therefore it is not advisable to create these.

e Select the folder to which the new confidential file must be
added from the Folder drop-down list. You can change the lo-
cation of your confidential file. The default value is the My
Documents folder in the main memory of your PDA or the root
folder of the selected expansion card.



78

Kaspersky Security for PDA

3.

The contents of the Folder drop-down list depends on
the value selected for the Location option!

The list includes subdirectories of all the My docu-
ments folders in the main memory of your PDA or on
the selected expansion card.

e Use the Size option to define the confidential file size — the

maximum amount of data that can be saved to this confidential
file. The default value is 256 Kb. To change it, enter the required
value in the corresponding numeric field by using the keyboard

numeric or arrow (L=l) keys and select the required unit (Kb or
Mb) from the corresponding drop-down list.

. It is not advisable to create confidential files smaller
than 256 Kb.

Switch to the Encryption tab (see Figure 62) and follow these
steps:
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Figure 62. The Encryption page

e Define the password allowing/prohibiting from accessing the file
in the Password text field. The password may include letters
(including the italic), digits and other characters.

e Confirm the password in the Confirm text field.
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e Select the required algorithm to be used when encrypting the
file data from the Encryption algorithm drop-down list. The de-
fault setting is RC5, which is faster. You may also specify more
reliable algorithms. This, however, makes data encryption
slower.

e There is an option that allows you to unmount a confidential file if
nobody has accessed it within the defined time period . To enable
the timeout setting check the TimeOut check box, enter the re-
quired value in the corresponding numeric field and select the
required unit (seconds, minutes or hours) from the correspond-
ing drop-down list.

4. To save the changes you made on the Folder and Encryption

pages press the button in the Kaspersky® Security for Windows
taskbar.

As a result, the defined confidential file with the .ksf extension and the @ icon will
be added to the confidential file list.

Now, you can redefine the file-access password (see subchapter 4.5.7 on
page 86), create a confidential folder on the file basis and mount it as an expansion
card of your pocket PC (for details see subchapter 4.5.2 on page 79).

4.5.2. Mounting a file as a confidential
folder

The confidential file mounting procedure allows you to create a confidential
folder on the file basis. The folder will be arranged as an expansion card on your
PDA. Confidential folders are placed into the My Device directory without regard
to where the corresponding confidential file is located. The confidential folder
allows access to encrypted data stored within the confidential file.

The not-mounted confidential files are marked by the @ icon within the

confidential file list. The @ icon corresponds to mounted confidential files.
Confidential files located within the not-mounted confidential files cannot be

mounted and are marked with the E icon. To access these files, you must first
mount the confidential file where these files are hosted.
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@ To mount a confidential file as a folder, follow these steps:

1.  Select the required file using your stylo from the list of confidential
files on the main screen.

2. Select the Mount command from the file management contextual
menu or from the main screen menu.

You can also start the required confidential file from File Ex-
plorer.

3. On the confidential file mount screen displayed (see Figure 63),
follow these steps:
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Figure 63. The file mount screen

e Enter the file-based confidential folder name in the Mount as
text field. The default value is the confidential file name.

¢ In the Password text field enter the folder-access password for
the file on which basis the folder is created (the file value is de-
fined in the confidential file creation screen Password text
field).

4. To complete the file mounting operation press the button in the
Kaspersky® Security for Pocket PC taskbar.
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5. If the program mounts this file the first time, you will be prompted to
format the folder to be created (see Figure 64). Press the Yes
button. If you refuse to format the folder, the program will be disabled
from saving data to the confidential folder.

6. When the folder-created notification (see Figure 65), will appear on

your screen, press the button to proceed.

Secret Folder Warning =% 3:18 ecret Folder Warning ={£ 3:18

SRS m S Walurne Size(KB) | Algorit...
qSecret Folder Warning B\Secret.dat =5 RCE
Would you like the system Secret Folder Warning (o))
to format the Secret Folder
folder so that the systemn The Secret Folder folder
Can use it? has bean successfully
formatted.
WARMING: If you select
Yes, any files in the Secret It containg approximately
Folder folder will be erased! OmMb of usable space.
File Yolume Help El* File Yolume Help El*
Figure 64. The folder formatting notification Figure 65. The folder-created notification

The mounting results in the confidential folder being added to the list of folders
within the My Device directory. The confidential folder name will be added to the
confidential file creation screen Location text field (see Fiﬁe 61). The file on

which basis this folder was created will be marked with the icon in the list of

confidential files of the Kaspersky® Security program.

You can save any file within the confidential folder and work with them using
other applications on your pocket PC. All the files within the folder will be
encrypted. The data encryption is performed "on-the-fly" meaning that
Kaspersky® Security for Pocket PC decodes data every time it is addressed and
encrypts this data again when saving it. At that, you will not observe any slow-
down in your pocket PC performance - however, it depends on the selected
encryption algorithm.
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The only operation that can be applied to a confidential folder is its’ unmounting
(for details see subchapter 4.5.4 on page 84). You will not be able to work with a
confidential folder from your Kaspersky® DataSafe for Pocket PC (redefine
access passwords, review its settings, or remove it from the list).

4.5.3. Opening a confidential file

You can use this feature of Kaspersky® DataSafe for Pocket PC to open and
mount confidential files created on the other PDAs.

You can open and work with an existing confidential file located in one of the My
documents folders within the main memory of your PDA or on the mounted
expansion cards:

¢ define the file settings (see subchapter 4.5.6 on page 85).
e change the file access-password (see subchapter 4.5.7 on page 86)
¢ mount this file as a confidential folder (see subchapter 4.5.2 on page 79).

e unmount the file-based confidential folder (see subchapter4.5.4 on
page 84).

You can mount a confidential file located within any of the folders on
your PDA by starting it from File Explorer.

To open and mount a confidential file created on the other PDA, follow
@ these steps,

1. Select the Open command from the File menu in the main screen
menubar.

To perform this action you can also use the Open com-
mand from the list management contextual menu.

2. On the file-open screen (see Figure 66), select the file location from
the Folder drop-down list. By default, the All directories option is
selected. The list includes all the subfolders of the My document
folders on your PDA.
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Figure 66. The confidential file opening screen

3. Select the required file type from the Type drop-down list. By
default, the conventional confidential file type is selected
(Kaspersky Security file — the .dat extension file). However, you
may define the setting allowing listing of all the file types (All files),
since a secured file may have any extension.

4. The files corresponding to the settings selected in the screen
toolbar will appear in the file list on the file-open screen. Select the
required file from the list.

5. If a file was created by the Kaspersky® DataSafe for Pocket PC
program the file mounting screen will be displayed (see subchapter
4.4.3 on page 70), further actions are the same as those described
for mounting a file as a confidential folder (see subchapter 4.5.2 on
page 79).

As a result the selected confidential file will be mounted and added to the list of
confidential files on the Kaspersky® DataSafe for Pocket PC screen and marked

with the icon. When unmounted the file remains in the list of confidential files
on the program main screen.

If the file does not correspond to a confidential one, the appropriate
message will appear on your screen. This file cannot be accessed using
Kaspersky® DataSafe for Pocket PC!
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4.5.4. Unmounting a confidential folder

In order to keep the confidential data within the confidential file protected, when
you finish working with this data you should unmount the corresponding
confidential folder . When unmounted the confidential folder disappears from the
PDA file system; i.e., all the data that is stored within the folder becomes
unavailable.

@ To unmount a confidential folder, follow these steps

1.  Select the required folder from the Kaspersky® DataSafe for Pocket
PC confidential file list.

2. Select the Unmount command from the file management
contextual menu or from the main screen menu.

As a result the confidential folder is excluded from the list of folders of your PDA
file system and from the confidential file creation screen Location drop-down list
(see Figure 61). The corresponding file within the list of confidential files on the

Kaspersky® Security main screen is marked with the icon. Access to the data
stored within this confidential file can be acquired only after the folder is
mounted.

The name of confidential file resulting from the folder when it is unmounted will
not be modified (see Figure 63).

4.5.5. Deleting a confidential file

You can delete confidential files, that are not mounted as confidential folders.
Confidential files can only be deleted together with the confidential data
encrypted within.

@ To delete a confidential file from the main memory of your PDA or from
the expansion card, follow these steps:

1. If the confidential file to be deleted is mounted as a confidential
folder unmount it (see subchapter 4.5.4 on page 84).
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2. Select with your stylo the required confidential file from the
Kaspersky® DataSafe for Pocket PC list of confidential files.

3. Select the Delete command from the File menu in the confidential
file management contextual menu or the main screen menubar.

If the file is mounted as a confidential folder the Delete
command in the File menu will be unavailable.

4. If the file deletion confirmation dialog box appears on your screen,
press the Yes button to delete the confidential file. To keep the file,

press the No button.

4.5.6. Changing the settings of a
confidential file

You can edit some of settings of the existing confidential files which are not
mounted as folders .

If the file is mounted you can only review its settings. To change the set-
tings of a mounted confidential file you have to first unmount it.

@ To change the settings of a confidential file, follow these steps:

1. Select the required confidential file from the list of files on the
Kaspersky® DataSafe for Pocket PC main screen.

2. Select the Properties command from the confidential file
management contextual menu.

‘ To perform this action you can also use the Properties
command from the Volume menu.

3. On the confidential file properties screen displayed (see Figure 67),
follow these steps:

¢ |n the Name text field, enter or redefine the confidential file
path.
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e In the Mount folder text field, change the folder name to be
created on the file basis.

e Enable\disable the all user access time period option by check-
ing/unchecking the TimeOut check box, defining the required
time period.

4. To save the changes you made, press the button in the screen
taskbar.

l.{w.;'j" Kaspersky DataSafe =X 15:08 @

2048 (KB) ; RCS

Fil= WMy DocurmentshSecretl,
Folder

|
Tablawlelr[t]y[ufifo][p|[]]

.|.
snift[2 [x [ [v[b[n[m[, [ [/]
EIETREY LT

=8

Figure 67. The confidential file settings screen

4.5.7. Changing the access-password to a
confidential file

You can redefine the access-password to an existing not-mounted con-

fidential file and therefore to the file data. To do this:

1. Use your stylo to select the required not-mounted file from the list.

2. Select the Change password command from the confidential file
management contextual menu.
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To perform this action you can also use the Change
password command from the main screen Volume
menu.

If the file is mounted as a confidential folder, the Change
password command in the Volume menu will come up.

3.  On the password redefine screen displayed (see Figure 68), follow
these steps:

‘.{E’j’ Kaspersky Datasafe  ={x 15:01 @

WMy Documentshsdelka, kst

Old password |******* |

Mewy password |******* |

Re-type |******* |

Size 256 (KB)
Algorithrmn RCS

123(1]2[3]4[5[6]7[8]9]0]-[=]«
Tabla[wle[r[t[y[ulifo]p[L]]
CaP[as[d[f]a[h]j[k[I];]"

shiftfz[x[c[v[b[n[m][, [.[/]
cufai[ J\] [+]t]<]~>
=R

Figure 68. The password redefine screen

e Enter the current access password to the selected confidential
file in the Old pass text field. This is the password defined for
this file in the confidential file creation screen Password text
field.

e Enter the required password to the selected confidential file in
the New pass text field. The password may include letters (in-
cluding the italic), digits and other characters.

e Confirm the new password in the Confirm text field.

4. To save the changes you made to the file-access password press the

@ button in the Kaspersky® DataSafe for Pocket PC taskbar.



Chapter 5. Kaspersky Anti-
Virus® for Palm OS

5.1. Purpose and main functions

Kaspersky Anti-Virus® for Palm OS provides anti-virus protection for PDAs
running Palm OS. The program monitors all the data streams that might be used
by a virus to penetrate your Palm device.

Kaspersky Anti-Virus® for Palm OS includes:

e an anti-virus scanner providing on-demand checking for viruses in data
storage locations and on expansion cards;

e an anti-virus monitor that intercepts viruses in data that is transferred
using t he Beam and HotSync technologies;

e an updating utility allowing automatic updating of the anti-virus da-
tabases.

The program utilizes a multilevel menu system and flexible configuration,
generates an operation log describin@g all the actions taken, and supports a color
user-interface. Kaspersky Anti-Virus™ also contains a built-in encyclopaedia that
describes all the known malware for Palm OS.

If the program detects a virus attack, it offers an opportunity to delete the infected
file or let it pass.

The program and its internal architecture are divided into two main parts: an anti-
virus kernel and an anti-virus (or virus definition) database. This makes the
program more efficient, flexible and user-friendly, since you do not have to load
the entire program to acquire protection from a new virus; it is enough to update
(load) the anti-virus database.
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There is a number of differences in the operation of Kaspersky Anti-Virus® for
Palm OS and its setup for various versions of the operating system installed on a
PDA.

5.2. Starting the program

@ To start Kaspersky Anti-Virus® for Palm OS,

tap on the Anti-Virus icon K on your Palm’s screen. The main screen
will be displayed (see Figure 69).

5.3. Interface

5.3.1. Main screen

The program main screen (see Figure 69) contains:
e the program name;
¢ the date and the time when you last scanned for viruses on your Palm;

e the date and the time when you last updated the virus definition database
on your Palm;

o the Exit button to exit the program;
e the Scan button to start scanning for viruses;

e adrop-down list allowing selection of the location to be checked.
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5.3.2. Menu

The program interface is powered by a menu bar (see Figure 70), You can
: : : =84 :
display it by tapping on the button at the bottom of your Palm’s screen

(the standard method when working with Palm devices) or by tapping on the
program fitle.

Available menu options depend upon the OS version selected during installation
of Kaspersky Anti-Virus® for Palm OS on a PDA.

'Kaspersky Anti-Virus Log Help ]
Configuration... /C|
Kaspersky™ Anti-Virus Virus List___ 7V |i-Virus
for Palm OS5 5.0 Beam virus hase
Figure 70. The Ki ky Anti-Virus®
Last scandate: 4/22/04 12:31pm 'gure emea:]supbe;'rs y Anfirvirus
Lastupdate: 5/23/01 2:30 pm
~ Memery & care
Figure 69. The main screen of Kaspersky
Anti-Virus® for Palm OS
Menu item Hot key What it does...
Options > C Displays the program
Configuration configuration screen (see

subchapter 5.4.1 on page 92).

Options 2 Virus List \' Displays the list of known
viruses (see subchapter 5.4.4
on page 102).
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Options = Beam virus
base

(for Palm OS 4.x or
earlier only)

Allows you to beam the virus
definition database via the IR
port to another Palm device (for
Palm OS 3.x and 4.x only) (see
subchapter 5.4.5.2 on

page 106).

Log = View log file

Displays the operation log file
(see subchapter 5.4.3.1 on
page 100).

Log = Clear log file

Clears the log file (erases all the
log entries see

subchapter 5.4.3.2 on

page 101).

Log 2 Beam log file

(for Palm OS 4.x or

Allows you to beam the log file
via the IR port to another Palm
device (for Palm OS 3.x and 4.x

earlier only) only) (see subchapter 5.4.3.3
on page 102).
Help 2 About Displays information about the

program (see subchapter 5.4.6
on page 106).

5.3.3. Dialogs and controls

While managing and configuring the program you use various screens and
dialogs (e.g. see Figure 71) that contain the following three types of controls:

w Dizplay disinfect dialod __ 5 grop-down list. To select the required value
from the list, tap on ™ with your stylus, and then tap on the required item in the

list.

' Sawelogfile a check box. To check/uncheck the box, tap on it with your

stylus.
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— a button. To press the button, tap on it with your stylus.

5.4. Managing the anti-virus

5.4.1. Configuring the program

To configure Kaspersky Anti-Virus®, you must select the Configuration
command from the Options menu and define the required settings in the
Configuration screen (see Fig 71).

The Configuration screen contains the following items (depending on operating
system's version):

" Infected objects. - this drop-down list allows you to define how your anti-
virus program will handle infected files actions to be taken to a virus de-
tected(see Figure 72):

Ay AL Dizplay disinfect dialog
Configuration a Fepart only

Disinfect autornatically

Infected objects: .
w Dizplay dizinfect dialog Delete autornatically
B Save log file Figure 72. Values in the Infected
O Sove clean objectinfo Objects drop-down list

[ Scanafter HotSvne
O %canbearned files
B Scancards oninsertion

Figure 71. The Configuration screen for PDA
running Palm OS 3.x or 4.x

¢ Display disinfect dialog — displays a dialog box allowing you to choose
what you want to do with the infected object;

¢ Report only — logs the infected object, and the virus it is infected with;
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o Disinfect automatically — disinfects the object automatically, without
asking first. If the object cannot be disinfected, it is automatically deleted;

¢ Delete automatically — deletes the infected object without asking first.

E'Save log file — check this box to save the performance results to a log file.

E‘Save clean object info — check this box to include information about vi-
rus-free files in the log file. This check box is available only if you
checked the above Save log file box.

E'Scan after Sync — check this box to scan for viruses in all files after a Hot-
Sync operation is performed (for PDAs running Palm OS 3.x and 4.x).

E'Scan beamed files — check this box to scan for viruses in files right after
they are beamed into your Palm device (via the IR port) (for PDAs running Palm
OS 3.x and 4.x).

Kaspersky Anti-Virus
Configuration (i)

Infected ohjects:
w Display disinfect dialog
# Savelog file
[ Save clean object info
[ Enable AY Monitor
[ Scan cards oninsertion
[ Scan cards on HotSync

(oK) (Cancel)

Figure 73. Configuration screen for
PDA running Palm OS 5.0

E'Enable AV Monitor — check all files loaded using the HotSync and Beam
utilities (for PDAs running Palm OS 5.0).

E'Scan cards on insertion — check this box to scan expansion cards right
after they are inserted into your Palm device.
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5.4.2. Searching for and deleting viruses

5.4.2.1. Starting to search for and delete viruses

After it is installed, Kaspersky Anti-Virus®, just like any other program on your
Palm, permanently resides in the memory of your Palm device, regardless of
whether you open the program main screen or not.

The program can start searching for and deleting viruses on PDA running Palm
OS 3.x or 4.x in one of the following cases:

e The process is started automatically right after you load data into your
Palm device using the HotSync utility (see subchapter 5.4.2.2 on
page 95).

e The process is started automatically right after data is beamed data into
your Palm device (see subchapter 5.4.2.2 on page 95).

e The process is started automatically right after you insert an expansion
card into your Palm device (see subchapter 5.4.2.2 on page 95).

e You can start scanning for viruses on demand (see subchapter 0 on
page 95)

The program starts searching for and deleting viruses on PDA running Palm OS
5.0 in one of the following cases:

e Manual launch (see subchapter 5.4.2.3 on page 96).

e The process is started automatically as soon as data is transferred into
the main memory of your PDA using any method available for that device
(data transmitted using Beam and HotSync technologies, the built-in Blue-
tooth interface, etc. See subchapter 5.4.2.2 on page 95).

e The process is started automatically right after you insert an expansion
card into your Palm device (see subchapter 5.4.2.2 on page 95).

e The process is started automatically at the launch of any application (see
subchapter 5.4.2.4 on page 97).
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When Kaspersky Anti-Virus® detects a virus, the program handles it as you have
defined in the Configuration screen (see subchapter 5.4.1 on page 92). If you
selected to display the disinfect dialog, the Infected Object dialog box will
appear on your screen (see subchapter 5.4.2.4 on page 97).

If the Anti-Virus detects an infected or suspicious object during application start
(only for PDA based on Palm OS 5.0) the program will offer the user to select a
proper action (see subchapter 5.4.2.4 on page 97).

Right after your Kaspersky Anti-Virus® completes checking for viruses,
performance statistics appears on your screen (see subchapter 5.4.2.6 on
page 100).

5.4.2.2. Monitoring HotSynced or Beamed data

Kaspersky Anti-Virus® can automatically scan for viruses in files that have been
beamed into your Palm device or loaded using the HotSync utility.

If your PDA is running Palm OS 5.x, the antivirus monitoring of your data is
enable if Enable AV Monitor box in the Configuration screen is checked (see
subchapter 92). For PDAs running Palm OS 3.x or 4.x you should enable the
Scan after Sync and Scan beamed files modes.

The program monitors for viruses only in new and modified data uploaded to the
Palm using the HotSync utility.

If during a HotSync operation a new virus definition database is loaded
into your Palm, this database will replace the old one and other loaded
data will be checked for viruses using this new virus definition database.
If during a HotSync operation the new executable module KAVP.PRC is

loaded into your Palm, the program will not check for viruses in the
module or in any other data that was loaded together with it. If the mod-
ule is infected, the program will detect the virus when it starts to scan
for viruses the next time. However, it will not be able to disinfect or de-
lete itself. In this case, to delete the module you must use the conven-
tional tools on your Palm.

The program monitors for viruses in data that is beamed into the Palm by
checking them right after you load them from another Palm device.
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5.4.2.3. Scanning for viruses on demand

@ To start scanning for viruses on demand, follow these steps:

1. Select the required location to be checked from the main screen
drop-down list:

¢ Main memory only — scans for viruses in the main memory of
your Palm device.

e Memory card only — scans for viruses on all expansion cards.

¢ Main memory & card — scans for viruses in the main memory
of your Palm device as well as on all the expansion cards.

2. Tap on the Scan button in the program main screen.

When started, the program scans all the data located on your Palm device and
the screen shows the number, the check progress bar and the name of the
object that is being checked right at this moment (see Figure 75). The list below
shows names of viruses detected by the program so far.

You can abort scanning by tapping on the Cancel button.
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Kaspersky Anti-Virus PKaspersky Anti-Virus

Kaspersky™ Anti-Virus scanning: 140f17

for Palm 05 5.0 I

Object: Setup
Last scandate: 4/22/04 12:31 pm

Lastupdate: 5/23/01 230 pm

Main memory only
Memory card onl
@ Main memory & card Cancel )
Figure 74. Selecting the location to be Figure 75. Scanning is in progress
checked

5.4.2.4. Interception of malware during
application launch

Kaspersky Anti-Virus® performs searching for viruses and disinfection at
application launch only on PDA running Palm OS 5.0.

If the Anti-Virus detects suspicious or infected objects during application start the
program will display an Infected object window (see Figure 76) irrespective of
the actions specified in the Configuration dialog box (see subchapter 5.4.1 on

page 92). It contains the name of the infected file, virus name and lists possible
actions:

Report only — make a record to the log file;

Delete on Reset — remove the infected object at PDA restart.
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Infected ohject

*test - detected as Palm.Test
Select action:
Report Onl
Delete on Reset

Figure 76. Infected object screen.
Virus detection at application launch

It is not possible to block execution of an infected program after its launch. If you
select Report only option the application will continue its work; the information
about detected virus will be recorded to the report file. If you select Delete on
Reset option, the Anti-Virus will reset the PDA immediately and replace the
infected application with a “stub” program during that procedure. Application title
and location remain unchanged. An attempt to launch such application results in
a notification informing that it has been substituted with an offer to remove the
replaced application using conventional methods (see Figure 77).

The stub program is included into the package of Kaspersky Anti-
Virus® for Palm OS version 5.0; it is located on PDA in the same group

with the Anti-Virus under the KAVStub title. Launching that program will
dlsplay a message informing that it constitutes a part of Kaspersky Anti-
Virus® (see Figure 78)

Kaspersky Anti-Virus Kaspersky anti-Virus
This program was removed
by Kaspersky Anti-Virus on This program is a part of

systems reset Kaspersky Anti-Virus for PalmOS

Please delete this app.

Figure 77. Launch of an application deleted Figure 78. Launch of the “stub” program
by Kaspersky Anti-Virus®
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5.4.2.5. Working with the disinfect dialog

Kaspersky Anti-Virus If you pre-set the program to display
Infected object the disinfect dialog and it detects a

Fhage - infacted with virus while scanning data on your Palm,
Palm Phage. 963 the Infected object dialog box will
@ Select action: appear on your screen (see Figure 79).
w Report Only The box shows the name of the
O FApply to allinfected objects infected object, the name of the virus
and the list of available choices as to

how this object can be handled:

Figure 79. The Infected object dialog box

W Select action. This drop-down list allows you to select how your anti-virus
program should handle the infected object:

¢ Report only — logs the infected objects and the virus it is infected with;
e Delete — deletes the infected object;

¢ Disinfect — disinfects the object (only for those files that can be disin-
fected).

EAppl)é to all infected objects — check this box for your Kaspersky Anti-
Virus™ for Palm OS to automatically handle all infected objects it detects ac-
cording to the choices you've just made in the disinfect dialog box. This box
is visible on PDAs running Palm OS 5.0 only if the scanning procedure has
been started manually.

Tap on the OK button to resume scanning, or tap on the Stop button to abort the
operation.
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5.4.2.6. Performance statistics

Kaspersky Anti-Virus

Scan Summary :

Objects scanned: 17

Infected: 0
Cured: 0
Deleted: 0

Figure 80. Kaspersky Anti-Virus®
performance statistics

When the scanning operation is
completed performance statistics are
displayed on your Palm’s screen (see
Figure 80). You should know that the
term "object" refers to executable files
only; other files are not scanned or
accounted for.

e Object scanned - objects
checked for viruses.

¢ Infected — infected objects de-
tected.

e Cured — objects disinfected.

e Deleted — infected objects de-
leted

To go back to the main screen of Kaspersky Anti-Virus®, tap on the Done button,
or use the View Log button to view the log file.

5.4.3. Working with your log file

5.4.3.1. Displaying the log file

If you pre-set your Kaspersky Anti-Virus® to create a log file, you can display this
file and study the program operation log. To do this, select the View log file
command from the Log menu. The program operation log will appear on your

screen (see Figure 81) .

The Clear log button allows you to erase all entries from your log file, and the
Done button allows you to go back to the main screen.
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5.4.3.2. Clearing the log file

You can clear your Kaspersky Anti-Virus® log file as described above or by
selecting the Clear log file command from the Log menu. Before actually
erasing all the entries from your log file the program displays the corresponding
confirmation box (see Figure 82).

Kaspersky Hnti—\lirus_ Kaspersky Anti-Virus

4/22/04 12:27 pm Card Scanning: Are you sure you want
4/22/04 12:30 pm Card Scanning: toclear the log file?

4/22/04 12:31 pm - Scanstarted

4/22/04 12:31 pm - Scan complete ok

4/22/04 12:44 pm Card Scanning: Figure 82. The clear log confirmation box

4/22/04 12:44 pm - Scan started
4/22/04 12:45 pm - Scan complete ok

Figure 81. The program operation log on
your screen
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5.4.3.3. Beaming a log file

@ Do you want to accept
“KAY Log File™
into Anti-Yirus ¥

Figure 83. The beam-into
confirmation box

You can beam a log file from one Palm device to
another (this feature is available in Palm OS 3.x and
4.x only).

To do this, select the Beam log file command from
the Log menu on the source Palm. On the
destination Palm’s screen you will see the
corresponding Beam dialog box (see Figure 83) .

By tapping on the Yes button in the dialog box you
choose to accept the log file and the file is beamed
into the destination Palm.

5.4.4. Displaying the list of known viruses

@ To view a list of currently known computer viruses,

select the Virus List command from the Options menu. A list of viruses
that are described in your virus definition database and that therefore
can be detected will appear on your screen. In addition, you will see the
date when your virus definition database was last updated (see

Figure 84).

@ To view details on a virus from the list,

highlight it and tap on the Threat Info button (see Figure 85). To scroll

A
up and down the info page use the buttons w
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@ To exit any of these screens tap on the corresponding Done button.

Kaspersky Anti-Virus IS
Virus list This is the first known virus infecting
PalmPilot applications. The virus has
Last update: 5/23/01 2:30 pm 'overwriting' infection mechanism,
Palm.Phage.963 and affected applications do not work
Palm.V anymore.
pam Li;’;f:y The Pilot applications { PRC files -
Palm.Test 'executable files' in DOS/Windows
' terms) are standard Pilot databases
with special 'application' resource
inside. When application is run, the
ES
((Done ) v
Figure 84. The list of known viruses Figure 85. Details on the virus

5.4.5. Updating your anti-virus databases

5.4.5.1. ... by using the HotSync utility

You can update your virus definition database by loading the new database from
a desktop computer. To do this you need a computer with the pre-installed Palm
Desktop software (see Figure 86) and a Palm cradle:
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Figure 86. The Palm Desktop main window

To update anti-virus databases,

1. Start the Palm Desktop program on your desktop computer and
press the Install button in the program main screen (see Figure 86).

2. Press the Add button in the Install Tool dialog box that appears on
your screen (see Figure 87).

3. A standard file-search dialog will appear o